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Abstract— As technology continues to advance, the 

importance of secure communication systems will only 

increase. Due to quick growth of networks, information security 

becomes more important to protect commerce secrecy and 

privacy. Encryption algorithm plays important role in 

information security. The proposed technique i.e., Blowfish 

algorithm aims to provide a secure and confidential 

communication system by combining steganography and 

cryptography. The integration of these two technologies provides 

an extra layer of security to the data being transmitted, thus 

ensuring the confidentiality of sensitive information. This paper 

illustrates about the Blowfish algorithm which provides an 

efficient data encryption technique to ensure data confidentiality.  

Keywords—Blowfish Algorithm, Encryption, Decryption, 

Information Security. 

I. INTRODUCTION  

 Information security has become critical in the age of 
digitization and data-driven landscapes. The Blowfish 
algorithm, a symmetric key block cipher, is a cryptographic 
institution. Cryptology is the art of secret writing and is the 
method of securing secret information by converting 
plaintext into ciphertext. Encryption transforms plaintext into 
an unreadable format, called ciphertext, to hide its contents 
from unauthorized individuals. Decryption technique helps 
in converting the ciphertext back into its original plaintext 
form. Cryptography protect information from unauthorized 
access, even from those who can access the encrypted data.  

 

Figure (.1) Illustrates the process of cryptography 

The purpose of cryptography is to allow for secure 
communication and storage of information over insecure 
networks. In order to solve specific problems various 
techniques and methods are designed; data encryption over 
networks to secure confidential information is a known key 
method. Not all encryption techniques have become popular 
for their demand, and Blowfish is no exception [1]. The 
Blowfish algorithm is a symmetric-key block cipher 
designed for secure data encryption and decryption. 
Blowfish, created in 1993 by Bruce Schneier, is a strong 
encryption method that ensures data confidentiality through a 
well-structured process. This paper illustrates about Blowfish 
algorithm an efficient data encryption technique to ensure 
data confidentiality. 

II. RELATED WORK 

 Cryptography and steganography methods can be used 
to secure digital data during transmission over the internet. 
Cryptography involves the use of keys to encrypt and 
decrypt. data, making it difficult for unauthorized access. 
Steganography involves hiding data within an image, adding 
an additional layer of security. The combined approach of 
the cryptography using DES and steganography using DCT 
can be used to improve the data security by providing two 
levels of security. The experiment performed resulted with 
58% of the success for securing the data, with 0.75 
milliseconds/byte a computation time [3]. The process by 
which the data security can be improved over the internet 
depends on the cover image resolution which is being used. 
However, the time computed for securing the data over 
internet has a future scope in the research. Encrypted data 
sent over the computers connected in a network is the prime 
concern to protect the data from unauthorized access and 
simultaneously prevent accidental, deliberation or corruption 
of data. The communication lines are open to tapping among 
different terminals and other security risks, the protection of 
the data by means of computer system and to avoid any data 
loss or alteration of sensitive information transmitted over 
the network. The encryption methods used provide a solution 
to the various security concerns by converting the sensitive 
information into an unreadable format, to avoid unauthorized 
access by individuals for accessing or altering the data [4]. 

Journal of Engineering and Technology Management 72 (2024)

Page No: 14

mailto:archanbpatil@gmail.com


The Data Encryption Standard, an algorithm based on 
symmetric key encryption, uses a classic Feistel Network 
structure having 64 bits block size and 56 bits key size. 
However, the security level of DES is reduced by 
modifications, since the key size is reduced from 128 to 56 
bits because of which the cipher was broken after 20 years. 
To address these weaknesses, an extended Feistel Network 
structure as a new variant called S-DES was proposed with 
which had a block size of 125 bits with 112 bit size of secret 
key. The improvement against the unauthorized access of the 
data over the network by using the attacks such as brute-
force, differential, and linear cryptanalysis is enhanced by S-
DES, compared to the original DES cipher scheme [5]. IBM 
in 1975 developed Data Encryption Standard (DES) 
algorithm and was one of the first widely used encryption 
algorithms for commercial data protection. Feistel structure 
takes 16 rounds by using 56-bit key to encrypt 64-bit blocks, 
utilizing 8 Sboxes and 16 sub keys of 48 bits each. The need 
of data transfer through DES has been phased out due to its 
small key size.  

The encryption decryption keys used by DES, TDES, 
Blowfish, AES, and Twofish Symmetric encryption 
algorithms are same. The two different keys as public and 
private are used for encryption and decryption methods by 
asymmetric encryption methods. The key encryption plays 
an important role to maintain confidentiality of the data on 
the key, not the algorithm, which makes it secure even if the 
attacker is aware of the decryption algorithm. However, 
asymmetric encryption is slower than symmetric encryption 
which is widely used for key exchange and digital signatures 
[6].  

The Blowfish Encryption Algorithm is a fast, compact, 
and simple encryption algorithm which uses a key for 
encryption and decryption of the data. It takes 16 rounds, 
each consisting of XOR operations with a function (F). 
Blowfish algorithm does not change the key because of 
which it is used for such applications where the key is not 
required, such as in communication links or files encryptors. 
However, Blowfish does not efficiently support frequent key 
changes or as a one-way hash function with reference to 
packet switching. The algorithm consists of a feistel network, 
which provides expansion of the key and encrypted data [7]. 
The expansion component divides into several sub key arrays 
for up to 448 bits, on the other hand the data encryption 
component has a simple function and iterates 16 times. Each 
round includes permutations and key operations which 
further consist of additions and XORs on 32-bit words. The 
enhanced Blowfish algorithm proposed by Agrawal and 
Mishra and the study utilizing image pixels to generate 
random numbers provide improved security and faster 
encryption and decryption times compared to the earlier 
Blowfish algorithm. The use of random numbers and image 
pixels in the encryption process makes it more difficult to 
predict and thus enhances the security level of the encrypted 
data. These studies provide potential solutions for enhancing 
the Blowfish algorithm and demonstrate the importance of 
continuous exploration and improvement in the field of 
cryptography. The modified Blowfish encryption algorithm 
by Mishra and Agrawal enrich the level of the security by 
reducing encryption and decryption time. The algorithm 
presented by [8] used variable key size of 448 bits and 
divides the image data into blocks for encryption. The 
modified Blowfish algorithm is as an exceptional standard 
encryption algorithm, as it gives efficient results as compared 

to earlier algorithm by increasing the number of rounds. The 
algorithm works efficiently and more securely when 
compared with algorithms like AES and DES which are 
symmetric encryption because of its capability of variable 
length key. Enhanced-Blowfish algorithm which works on 
random number generation on the image pixels is more 
secure compared to the original Blowfish algorithm due to its 
additional block switching method for scrambling data. The 
modified Blowfish algorithm is well-suited for protecting 
images and other data that require high security [9]. The 
various studies has been conducted for the improvement and 
upliftment in the security and performance of the Blowfish 
algorithm. Agrawal and Mishra improved the algorithm by 
using a random number generator to control the application 
of the F-function in each round. The overall execution time 
has been reduced by 14% by the modified Blowfish 
algorithm. The comparative study of Blowfish algorithm 
conducted by Ghorpade and Talwar and Sowbarnika et al. in 
comparison with other symmetric encryption algorithms 
concluded that Blowfish is the most capable encryption 
algorithm of variable length key and low memory 
consumption. Panda conducted a study for evaluating the 
computing resources consumed by various encryption 
algorithms including Blowfish and found that the 
performance in reference to throughput, encryption-
decryption was better for AES [10]. These studies 
emphasized that as the number increased for processing 
rounds, the security for the algorithm was enhanced.  

There are different parameters for evaluating the 
performance of various encryption algorithms depending on 
various factors like the size of the data being encrypted, the 
number of processing rounds, and the type of file being 
encrypted, among others.  

Some studies have shown that AES provides better 
performance in reference of time for throughput as well as 
encryption-decryption, while others have concluded that 
Blowfish performs better, in reference of execution time and 
memory usage. These conclusions highlight the importance 
of considering different performance metrics and factors 
when evaluating the performance of encryption algorithms 
[11]. The various studies conducted for comparing the 
performance of Blowfish with other symmetric key 
algorithms such as AES and DES. The results of these 
studies are mixed, with some finding that Blowfish is 
superior in terms of execution time, required memory, and 
power consumption, while others find that AES provides 
better performance. Some studies also suggest that the 
optimal performance of Blowfish can be achieved when it is 
embedded in mobile devices with low power consumption 
and high throughput. This passage describes symmetric and 
asymmetric encryption algorithms, and focuses on some 
popular symmetric key encryption algorithms [12] as DES, 
DCT and blowfish. The key advantage in reference of the 
data confidentiality is with respect to the key and not the 
algorithm, thereby securing the data even if the attacker 
judge the decryption algorithm, the data cannot be decrypted 
without knowing the key. The encryption and decryption of 
data is done securely by two different keys used by 
asymmetric encryption as, private and public. The various 
asymmetric encryption algorithms which are popular are 
PGP, RSA, and SSH. The importance of protecting data 
transmitted over the internet is emphasized due to the 
increasing number of cases where confidential data is stolen 
by intruders [13]. 
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III. BLOWFISH ALGORITHM 

     The Blowfish algorithm is a symmetric-key block cipher 

designed for secure data encryption and decryption. The 

Blowfish algorithm, a symmetric key block cipher, is a 

cryptographic institution. Blowfish, created in 1993 by 

Bruce Schneier, is a strong encryption method that ensures 

data confidentiality through a well-structured process. 

 

A. Features of the Blowfish Algorithm 

Here are some of the features of the Blowfish Algorithm. 

1. Symmetric-Key Algorithm: Blowfish uses the same key 

for both encryption and decryption processes, making it a 

symmetric-key algorithm. This means that the party 
encrypting the data and the party decrypting it must possess 

the same secret key. 

2. Block Cipher: Blowfish operates on fixed-size blocks of 

data. The standard block size is 64 bits, but it can work with 

smaller blocks as well. If the input data is not a multiple of 

the block size, padding is typically applied to the data before 

encryption. 

3. Variable-Length Key: One of the unique features of 

Blowfish is its ability to accept variable-length encryption 

keys, making it adaptable to different security requirements. 

The key length can range from 32 to 448 bits, and it’s 
expanded during encryption to generate a series of subkeys. 

4. Feistel Network Structure: Blowfish employs a Feistel 

network structure in which data is divided into two halves, 

subjected to a series of rounds of operations, and then 

recombined. This structure allows for efficient encryption 

and decryption processes. 

5. F-Function: The F-function is a core component of the 

Blowfish algorithm. It involves a combination of XOR 

(exclusive OR), substitution, and permutation operations, 

which contribute to the algorithm’s strength and security. 

6. Key Expansion: Before the actual encryption process, 

Blowfish generates a series of subkeys based on the 
provided key. These subkeys are used during the encryption 

and decryption rounds to introduce complexity and security. 

7. Complexity and Security: Blowfish is designed to be 

highly secure against various cryptographic attacks. The 

complex F-function and key expansion process make it 

resistant to brute force and differential cryptanalysis. 

 

B. Working of Blowfish Algorithm:  

 

     The Blowfish algorithm is renowned for its robust 

encryption and relatively simple structure. To truly 
understand its inner workings, let’s dive into the encryption 

process step by step, shedding light on each intricate 

operation that contributes to its security. 

1. Key Generation and Subkey Creation 

The algorithm begins with a secret encryption key, which is 

used to generate a series of subkeys. Blowfish’s subkey 

generation involves a complex process that enhances 

security. Here’s how it works 

 

Initialization of the P array and S boxes:  
 

Blowfish uses a combination of pi (hexadecimal digits of π) 
and a series of S boxes (substitution boxes) to initialize its 

internal data structures. 

 

Key Expansion: 

 

The secret key is expanded using a key expansion routine. 

During this process, the key is used to modify the P array 
and S boxes. The subkeys derived from the key ensure that 

the encryption process remains secure and resistant to 

known attacks. 

2. Data Encryption 

Once the subkeys are generated, the algorithm proceeds 

with the encryption of the data block. The data block is 

divided into two 32 bit halves, L (left) and R (right). A 

series of rounds (typically 16) are performed on these halves 

to ensure strong encryption. 

 

Feistel Network Rounds: 

 
The algorithm employs a Feistel network structure, which 

involves applying a series of operations to the L and R 

halves in each round. These operations include XOR 

(exclusive OR) with the current subkey, applying the F 

function to R, and swapping L and R. 

 

F function Operation 

 

The F function takes the 32 bit R half and applies several 

steps Subkey XOR The current subkey is XORed with R. 

Substitution R is divided into four 8 bit quarters. Each 
quarter is used to index a specific S box, and the resulting 

values are combined permutation. The results from the S 

boxes are combined and transformed using the P array. 

This step introduces confusion and diffusion, crucial 

components of cryptographic security. Final Round After all 

rounds are executed, the resulting L and R halves are 

swapped one last time. 

3. Data Decryption 
   The decryption process is essentially the reverse of 

encryption. The encrypted data block is divided into L and 

R halves, and the algorithm performs rounds in reverse 

order using the same subkeys 

Feistel Network Rounds (Decryption) 

Similar to encryption, rounds involve applying operations to 

L and R, but this time in reverse order using the 

corresponding subkey. 

1. F function Operation (Decryption) The F function 

is applied in reverse, with the subkey XOR and S 

box steps inverted. This reverse operation 

successfully decrypts the data block. 

2. Final Round (Decryption) After all decryption 

rounds, the decrypted L and R halves are combined 

to obtain the original data block. 
For an even clearer understanding, let’s revisit the Java code 

example provided earlier. The code demonstrates how to use 

the Java Cryptography Architecture to implement the 

Blowfish algorithm for encryption and decryption. This 

example showcases the actual process described above in a 

concise and practical manner. 

 

 Therefore, Blowfish algorithm which is an 

enhanced symmetric-key encryption algorithm and gives 

better results on block size of 64bits and a variable key 

length between 32-448 bits. Blowfish algorithm is a 16-
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round Feistel cipher that uses large key-dependent S-boxes, 

similar to CAST-128 but with a different structure. Blowfish 

is fast, except during key changes, and is freely available to 

anyone, contributing to its popularity [14]. The Blowfish 

algorithm is also known for its simplicity and speed, making 
it a popular choice for certain applications. However, as 

mentioned, it is not suitable for use cases with frequent key 

changes and is limited to a maximum key length of 448 bits. 

It is fair enough if we consider the required specifications of 

a given application before selecting the best symmetric 

encryption algorithm. The symmetric-key encryption 

Blowfish algorithm uses the same key for encryption and 

decryption; block size of 64-bits and key ranging from 32-

448 bits. It is to enhance the applications where frequent 

changes does not occur in the key, and is considered faster 

than other encryption algorithms while implemented on 

large data caches using 32-bit microprocessors. [15]. 
     Choosing the right symmetric encryption algorithm 

depends on various factors such as encryption/decryption 

speed, key size, security, efficiency, and compatibility with 

the devices and software being used [16]. Additionally, the 

choice of symmetric encryption algorithm also depends on 

the type of data that is being encrypted and the level of 

security required. For instance, if security is a top priority, 

then algorithms such as AES or Twofish might be more 

suitable, while for faster encryption and decryption, 

algorithms such as Blowfish may be considered as a better 

option. It is must to weigh the trade-offs between security 
and efficiency when choosing a symmetric encryption 

algorithm [17]. 

The implementation of the Blowfish algorithm in C# using 

Visual Studio 2010 on Windows 7 involves using a 128-bit 

encryption key, either loaded from a file or generated, to 

generate the P-box and S-box arrays. The input message is 

encrypted using ECB mode of Blowfish encryption and 

divided into 64-bit data blocks which are encrypted with a 

specified number of rounds [18]. The decoding phase 

involves inverse wavelet transform on the stego image, 

extracting a bit stream, and using the decryption module of 

Blowfish to get the input plain text [19]. 

 
Figure 2: Embedded model showing compressed, blurred and 

encrypted images in steps to propose secured model and add 

the new image to the database 

 

 
 
Figure 3: Embedded model using compressed, blurred and 

encrypted to propose secured system model for revealing the 

secured image. 

 
Table 1: 
Table display 
the results of 
enhanced 

BLOWFISH 
Algorithm 
Implemented 
by using the 
dataset of 50 
images S. No.  

File Size  Proposed 

Method  
Existing 

Method  

(Kb)  Encryptio

n Time 

(Seconds)  

Decryptio

n Time 

(Seconds)  

Encryptio

n Time 

(Seconds)  

Decryptio

n Time 

(Seconds)  

1  1173.70
1  

2.56568
4  

0.64608
6  

10.6076
8  

8.28948  

2  711.686
5  

1.73661
8  

0.62583
6  

6.97301
8  

6.54931
4  

3  589.638
4  

1.45403
4  

0.62048  5.10620
1  

4.66321  

4  565.780
3  

1.23657
8  

0.62615
8  

3.83900
2  

3.24912
1  

5  730.107
4  

1.95806
7  

0.62304
1  

7.33602
8  

5.40763
7  

6  1371.4  2.08615

5  

0.62258

6  

11.7467

5  

10.0345  

7  434.933
1  

0.98851
9  

0.62653
7  

2.74217
6  

2.29653
9  

8  1006.77
7  

2.32067
4  

0.62018  10.0743
2  

8.25755  

9  236.466  0.72339  0.62304

4  

2.45871

4  

2.13564  

10  593.403
3  

1.65659
8  

0.62673
2  

6.34218  6.23117
2  

11  1147.31
8  

2.72227
4  

0.62205
2  

11.7351
5  

10.1476
6  

12  785.365

2  

2.08376

2  

0.62358

6  

9.15454  7.96725  

13  786.761
3  

2.07503
1  

0.6237  8.25787  7.52552
2  

14  537.701
1  

1.76022
3  

0.62420
6  

6.47372
2  

5.55666
2  

15  432.440

9  

1.33323

2  

0.61956

6  

5.37134  3.50222

2  

16  1170.13
6  

2.66077
3  

0.52302
9  

10.6617
8  

9.37332  
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17  651.325
1  

1.81877
2  

0.62546
2  

7.54475
7  

7.55652
6  

18  1013.5  2.54001  0.62355

3  

11.4422

26  

8.7577  

19  689.675  1.89367
6  

0.62275  7.27126
3  

7.29547
4  

20  724.352
8  

1.74050
1  

0.62343
3  

7.22623
3  

5.26166
2  

 

IV. RESULT ANALYSIS 

     The performance with reference to the proposed 

algorithm using wavelet and contour let transforms was 

measured using three sets of image sizes: 256x256, 

306x648, and 512x512, each containing ten colored images 

[20]. The performance is likely evaluated based on the level 

of protection provided to the data and the visual quality of 

the stego images. The reason for selecting image sizes of 

256x256, 306x648, and 512x512 was to improve upon the 
results obtained in [21] where the image size used was 306 x 

648. The input test images used as cover images are of 

varying levels of complexity and smoothness. To assess the 

level of distortion in the final stego image, the performance 

is measured using PSNR and MSE with the payload. The 

payload is calculated as the total number of bits that can be 

embedded into the number of bits of the input cover image 

and is expressed as a percentage [22]. PSNR is used as a 

measure of the quality of the image after processing, with a 

higher value of PSNR indicating better performance. PSNR 

is calculated from MSE, which measures the difference 
between two i x j images and is defined as follows: (1) MSE 

= (1/i * j) * SUM (Xi - Yi)^2 (2) PSNR = 10 * log10 

(MAX^2 / MSE) where Xi and Yi are the pixel values of the 

two images and MAX is the maximum possible pixel value 

[23].  

 
Figure 4: Encryption and Decryption graphs processing speeds 

using Blowfish Algorithm  

 

The Blowfish algorithm uses wavelet and contour let 

transforms along with Blowfish algorithm for text data 

hiding in images. The performance of the algorithm was 

measured using three different image sizes, 256x256, 

306x648, and 512x512, and the results were evaluated using 
PSNR and MSE values [24]. The experiments were 

performed with varying the correlation factor and input 

cover images and the results were compared. The algorithm 

achieved good results and improved upon previous work by 

Ali Al-Taby. It sounds like the experiments described were 

focused on evaluating the performance of a digital image 

steganography technique. Steganography is the practice of 

hiding information within another data object, in this case an 

image. The experiments involved varying the correlation 

factor (α) and input cover images, and using the Symlet 4 

wavelet family for the image transform. The performance 
was evaluated by measuring the PSNR value, with a higher 

PSNR indicating that it is more difficult to detect the hidden 

message [25].  

 

 
Figure 5: Encryption and Decryption graphs for time using 

Blowfish Algorithm  

The results of the experiments indicate that the contourlet 

transform performs better than the wavelet transform when 

both algorithms are applied to the same image of the same 

size. This conclusion is illustrated in Figure. 3 and Figure.4. 

The experiments also show that the performance of the 

contour let transform remains consistent when the image 
size is increased, while the performance of the wavelet 

transform may be affected. Additionally, the results of the 

proposed algorithm were compared with the results of a 

previous study by Ali Al-Taby, and it was found that the 

contourlet transform performed better than the wavelet 

transform used in Al-Taby's work. The results presented in 

the table suggest that the proposed Blowfish encryption 

algorithm outperforms the existing AES encryption methods 

in terms of performance, particularly with regards to 

message lengths of 512 bytes or greater [25]. The fast 

implementation of the Blowfish algorithm, combined with 

its ability to fully utilize the multiple improved encryption 
patterns and validations for its initialized overhead, allows it 

to achieve near optimal performance. Additionally, the 

proposed algorithm has been configured with a 128-bit 

block size and a fixed s-box implementation, which has 

further improved its performance. The added validation 

method provides added flexibility and robustness to the 

proposed algorithm. 
 

V. CONCLUSION 

 The Blowfish algorithm’s security lies not only in its use 
of the Feistel network structure and the F function but also in 
its intricate subkey generation process. By meticulously 
expanding the original key into a series of subkeys and 
performing numerous rounds of operations, Blowfish ensures 
that the encrypted data remains secure and resistant to 
various attacks. Understanding the detailed encryption 
process allows developers and security professionals to 
appreciate the depth of thought and expertise behind this 
renowned cryptographic method. As technology continues to 

Journal of Engineering and Technology Management 72 (2024)

Page No: 18



advance, the importance of secure communication systems 
will only increase, making research and development in this 
area increasingly relevant and crucial. The use of the 
enhanced Blowfish encryption algorithm in combination 
with the Pixel Indicator technique provides an additional 
level of security to the secret messages being transmitted. 
The Blowfish algorithm is a symmetric-key block cipher that 
has been widely used for data encryption. Its enhanced 
version provides improved security compared to other 
encryption techniques. The Pixel Indicator technique is used 
to embed the encrypted text inside raw images, making it 
difficult for unauthorized users to access the secret messages. 
The combination of these two techniques provides a secure 
method of communication, making it more difficult for the 
transmitted information to be intercepted and decrypted by 
unauthorized users. The proposed technique aims to provide 
a secure and confidential communication system by 
combining steganography and cryptography. The integration 
of these two technologies provides an extra layer of security 
to the data being transmitted, thus ensuring the 
confidentiality of sensitive information. 

     The conclusion of the experiments is that the proposed 
systems outperformed previous work in the field of digital 
image steganography in terms of PSNR values and image 
imperceptibility. The experiments focused on comparing the 
performance of wavelet and contourlet transforms for 
colored images, which is an area where limited research has 
been done. The results showed that the proposed systems 
were able to maintain high image quality while operating at 
high PSNR levels. Currently, only one page of a Microsoft 
Word file is used as input information, but the algorithms 
could be modified to handle more pages or more characters. 
Additionally, the use of texture images could potentially lead 
to better results, as these images have many edges and 
contours that could be utilized. Further research in this area 
is needed to fully explore the potential of texture images for 
image steganography. The paper presents a new approach to 
digital security by combining three techniques: compression 
using DES and DCT, encryption using BLOWFISH. These 
techniques are intended to provide multiple layers of security 
for sensitive information. The proposed hybrid algorithm is 
aimed at providing a more secure and effective security 
system compared to traditional approaches. The proposed 
system could be useful for various applications where data 
privacy and security are a concern, such as financial 
transactions, medical records, and personal information.  
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