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Abstract— This paper presents a high-speed and low-
latency implementation of a modified SHA-3 algorithm
tailored for post-quantum cryptographic applications.
The proposed design focuses on architectural
optimization of the Keccak permutation to reduce
critical path delay while maintaining strong security
properties required in the post-quantum era. By
introducing parallel processing, optimized round
functions, and efficient resource utilization, the modified
SHA-3 achieves significantly improved throughput and
reduced latency  compared to conventional
implementations. The architecture is well suited for
hardware platforms such as FPGA and ASIC, making it
a practical solution for next-generation secure
communication systems that demand robustness against
guantum attacks while meeting stringent performance
requirements.

Keywords— SHA-3, Post-Quantum Cryptography,
Keccak, Hash Function, Quantum  Resistance,
Cryptographic Security.

l. INTRODUCTION

The rapid advancement of quantum computing
poses a serious threat to classical cryptographic
algorithms that currently secure digital
communication, data  storage, and  critical
infrastructure. Widely used cryptographic primitives
such as RSA, ECC, and even some symmetric-key—
based constructions are expected to become vulnerable
to quantum attacks, particularly due to algorithms like
Shor’s and Grover’s[1]. In this evolving security
landscape, post-quantum cryptography (PQC) has
emerged as a crucial research area focused on
developing cryptographic techniques that remain
secure even in the presence of large-scale quantum
computers. Within PQC, cryptographic hash functions

play a foundational role, serving as core components
in digital signatures, authentication protocols, key
derivation functions, and data integrity
mechanisms[2].

SHA-3, standardized by NIST and based on the
Keccak sponge construction, represents a significant
advancement over earlier hash standards due to its
strong security margin, resistance to length-extension
attacks, and flexible design. Unlike Merkle-Damgard-—
based hash functions, SHA-3 employs a permutation-
based sponge structure that offers inherent robustness
against several known cryptanalytic attacks[3]. These
properties make SHA-3 particularly attractive for post-
guantum cryptographic applications, where long-term
security and algorithmic resilience are essential.
However, as post-quantum systems increasingly target
real-time, high-throughput, and resource-constrained
environments—such as loT  devices, secure
communication systems, and embedded hardware—
standard SHA-3  implementations may face
performance limitations in terms of speed, latency, and
hardware efficiency[4].

To address these challenges, modified versions of
SHA-3 have been proposed to enhance performance
while preserving its cryptographic strength[5]. A
modified SHA-3 typically focuses on optimizing the
internal Keccak permutation, round transformations,
data paths, or control logic to achieve lower latency
and higher throughput. Such modifications may
include parallel execution of permutation steps,
reduced critical path delay, pipeline-friendly
architectures, or resource-aware design techniques.
These improvements are particularly important for
post-quantum cryptographic schemes, where hash
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functions are often invoked repeatedly, such as in
hash-based digital signatures and lattice-based
constructions, leading to increased computational
overhead[6].

In  post-quantum  cryptographic  applications,
efficiency is not merely a performance concern but a
practical necessity. Many PQC algorithms require
frequent hashing operations over large data sets or
multiple iterations to ensure security against quantum
adversaries[7]. A high-speed and low-latency modified
SHA-3 can significantly reduce system overhead,
improve energy efficiency, and enable secure
operations in real-time applications. Moreover,
optimized SHA-3 implementations are well suited for
hardware platforms like FPGA and ASIC, where
architectural customization can be leveraged to
balance security, speed, and area constraints[8].

Therefore, research on modified SHA-3
implementations is vital for bridging the gap between
strong post-quantum security and practical deployment
requirements. By enhancing the performance
characteristics of SHA-3 without compromising its
cryptographic robustness, modified designs contribute
to the development of scalable, efficient, and future-
proof security solutions[9]. This makes modified
SHA-3 a key enabler for next-generation post-
guantum cryptographic systems across diverse
application  domains, ranging  from  secure
communications and cloud computing to embedded
and edge devices[10].

The growing adoption of  post-quantum
cryptographic algorithms in real-world systems has
intensified the need for optimized hash functions that
can support high computational demands without
compromising security. Hash functions such as SHA-3
are extensively used in post-quantum  key
encapsulation mechanisms, digital signature schemes,
and authentication protocols, where repeated hashing
operations significantly impact overall system
performance[11]. Therefore, enhancing the internal
architecture of SHA-3 through modification and
hardware-aware optimization becomes essential to
meet the stringent requirements of modern security
applications. A modified SHA-3 design that

emphasizes reduced latency, higher throughput, and
lower power consumption not only improves system
efficiency but also facilitates seamless integration into
next-generation secure hardware platforms, ensuring
long-term resilience against quantum-era threats[12].

Il.  METHODOLOGY
The methodology can be understood by following

flow chart-
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Figure 1: Flow chart

Step 1: Start of the Process

The flow begins with the Start block, which
indicates the initiation of the design and evaluation
workflow for the modified SHA-3 cryptographic hash
algorithm. At this stage, system parameters such as
clock frequency, data width, and hardware platform
(FPGA/ASIC) are assumed to be defined.

Step 2: Apply 128-bit Input Message

A 128-bit message is applied at the input of the
system. This input represents the plaintext data that
must be converted into a fixed-length hash value.
Using a fixed input size allows controlled testing,
simplified verification, and fair performance
comparison with existing SHA-3 implementations.

Step 3: Execute Proposed Modified SHA-3
Algorithm
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The input message is processed using the proposed
modified SHA-3 hash algorithm. In this step:

e The input data is padded and absorbed into the
sponge construction.

e The internal state is updated using the
modified Keccak permutation.

e Cryptographic transformations (0, p, m, %, and
1) are applied with architectural optimizations
to reduce delay and improve throughput.
The objective of this step is to generate a
secure hash output with improved speed and
reduced latency suitable for post-quantum
cryptographic applications.

Step 4: Check RTL Generation

A decision is made to verify whether the algorithm
has been correctly implemented at the RTL (Register
Transfer Level).

e If No, the design contains logical or structural
errors, and the process returns to Step 3 for
modification and correction.

o If Yes, the design is functionally correct and
ready for simulation and validation.

This step ensures that the proposed algorithm is
accurately mapped into hardware description code
(Verilog/VHDL).

Step 5: Validate Results Using Test Bench

Once correct RTL generation is confirmed, the
design is simulated using a test bench. Known test
vectors are applied, and the generated hash outputs are
compared with expected results. This step verifies:

e Functional correctness

e Timing behavior

o Stability under different input conditions
Step 6: Analyze Synthesis Report

After successful simulation, the RTL design is
synthesized using hardware synthesis tools. The
synthesis report is analyzed to evaluate performance
metrics such as:

e Area utilization

e Maximum operating frequency
e Power consumption
e Critical path delay

This step helps assess the practicality of the
modified SHA-3 design for real hardware deployment.

Step 7: Parameter Calculation and Comparison

Key performance parameters are calculated and
compared with existing SHA-3 implementations.
Important equations used include:

Throughput (T):
B X fox
T=—>
C

where Bis the input block size, faxis the clock
frequency, and Cis the number of clock cycles per
hash.

Latency (L):

L — 'C X TC”(
where Tcixis the clock period.

Hardware Efficiency (E):

E_T
A

where Arepresents hardware area utilization.

These calculations demonstrate the improvement
achieved by the modified SHA-3 architecture.

Step 8: End of the Process

The process concludes with the End block,
indicating that the modified SHA-3 design has been
successfully implemented, verified, synthesized, and
evaluated. The final results validate the suitability of
the proposed design for high-speed, low-latency post-
guantum cryptographic applications.

I1l. SIMULATION RESULTS

The simulation is performed using Xilinx ISE
software-

Page No: 178



Journal of Engineering and Technology Management 80 (2026)

fransmitter

Figure 2: RTL view of proposed Block diagram

Figure 2 is presenting block RTL of sha-3 function.
Here firstly apply 128-bit input then at transmitter
stage it converts 640 bit. At the receiver end finally it
generate 80 bit output.

transmitter:1

Figure 3: Transmitter side of sha-3

Figure 3 showing transmitter of proposed sha-3, apply
single clock pulse and reset signal with 128-bit input.
Sha-3 gives 512-bit output, it mix with input bit then
total 640-bit generate at the transmitter output.

Figure 4: Receiver block of sha-3

Figure 4 showing message output at receiver block. It
can be seen that receiver block generates 80-bit
message block.
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Figure 5: Hash transmitter input and output result

Table 1: Result Comparison

Sr Parameter Previous Work | Proposed Work
No.
1 Area (mm?) 57.6 7.5
2 Delay(ns) 24 3.259
3 Power (mW) 80 41
4 Time(secs) 87.31 42.48
5 PDP 1920 133.61
6 Frequency 339 MHz 380 MHz
(MHz)
7 Throughput 0.251 2.4
(Gbps)

IVV. CONCLUSION

This work presents an efficient high-speed and
low-latency modified SHA-3 architecture tailored for
post-quantum cryptographic applications, achieving
substantial improvements over existing
implementations. The proposed design significantly
reduces hardware area from 57.6 mm?2 to 7.5 mm?,
lowers delay from 24 ns to 3.259 ns, and decreases
power consumption from 80 mW to 41 mW, resulting
in a much- improved Power—Delay Product of 133.61
compared to 1920 in previous work. Additionally, the
operating frequency is enhanced to 380 MHz, leading
to a remarkable increase in throughput from 0.251
Gbps to 2.4 Gbps, while also reducing overall
execution time. These results clearly demonstrate that
the proposed modified SHA-3 design offers an optimal
balance between speed, power efficiency, and
hardware utilization, making it highly suitable for
FPGA and ASIC-based post-quantum security
systems. As a future scope, the proposed architecture
can be extended to support higher input bit widths,
integrated with post-quantum digital signature
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schemes, and optimized further for ultra-low-power 9.
IoT and edge computing applications, enabling

scalable and secure cryptographic solutions for next-
generation quantum-resistant systems.

10.
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