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Summary 
 
Self - Sovereign Identity Identity (hereinafter SSI) represents a disruptive innovation 
in digital identity management, enabling individuals and organizations to have direct 
and secure control over their own personal data. This technology offers substantial 
benefits in terms of privacy, information security, and trust in digital environments. 
The determining factors for its adoption relate to organizational, social, and 
environmental aspects, as well as the suitability of technological ecosystems for its 
implementation. The analysis reveals concrete benefits associated with the adoption 
of SSI, such as increased operational efficiency, enhanced privacy, improved digital 
trust, and expanded collaboration among organizations. 
 
The scientometric and bibliometric process was carried out by reviewing digital 
repositories such as Scopus , Web of Science , Dimensions , Lens and OpenAlex , 
from which we kept the results obtained in Scopus , through two separate searches, 
the first by means of the equation “ Self Sovereign Identity ” with the variables “ 
article title , abstract keywords ”, yielding a data of 1192 documents; on the other 
hand, the second search was with “ Self Sovereign Identity OR financial cooperatives 
”, providing a data set of 9360 documents. The 
The processing of the retrieved data was carried out using “VOSviewer”, leaving a 
final data that is reflected in the bibliographic references of this article. 
 
From a theoretical perspective, this study contributes to the advancement of 
technology adoption frameworks by integrating ecosystem elements and individual 
characteristics. In practical terms, it offers key recommendations for organizational 
leaders and policymakers interested in promoting the effective implementation of 
SSI solutions. 
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1. Introduction 
 
The management of existing identity infrastructures often fails to meet evolving 
demands for privacy, security, and trust [1]. This challenge underscores the urgent 
need for new digital identity systems that adapt to dynamic social and technological 
contexts. 
 
Adopting digital technologies generates social benefits, such as increased 
connectivity, financial inclusion, and access to essential everyday services. 
However, the growing reliance on digital ecosystems has exposed individuals and 
organizations to serious risks, including identity theft, financial fraud, data breaches, 
and abusive surveillance practices [2]. Therefore, a new approach to digital identity 
management is paramount in contemporary life. 
 
The adoption of SSI technology, for financial organizations with a cooperative focus, 
is a timely alternative due to their organizational structures, regulatory frameworks 
and the services they offer. 
 
Therefore, the purpose of this study was to investigate the background and potential 
outcomes of SSI technology adoption, focusing on adoption factors identified in the 
research, such as organizational, social, and environmental aspects, as well as 
suitability within technological ecosystems. 
 
Our contribution begins by promoting the literature on SSI technology adoption for 
governance integration in financial cooperative organizations. We then present 
traditional models for identity technology adoption and finally provide an alternative 
model for SSI technology adoption. This provides relevant information for managers 
and policymakers to support strategic decision-making and mitigate adoption-related 
risks. The proposal serves as a guide for the organizations under study, namely, 
financial cooperatives. 
 
The article was structured based on a qualitative approach, from a digital 
documentary review retrieved from widely recognized repositories such as Scopus 
and WoS, of a corporate nature, on the other hand, they were complemented with 
Dimensions, OpenAlex, and Lens; as open source or open science consultation 
repositories. 
 
 
2. Existing technologies for identification and authentication 
 
2.1. Autonomous Identity or SSI 
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Based on the information gathered in this study, we can state that it can be 
considered a framework for legitimizing human-centered technologies and 
standards, for personal or organizational application; users own and control their 
own identity and the personal data associated with it [3]. SSI enables human-
centered identity management by providing users with a decentralized digital identity 
[ 4]. Equally important, it can be viewed as a digital identity infrastructure, a product 
that provides secure, reliable, and private data storage and communication [ 5]. 
 
Key components of SSI include a digital wallet [ 6], verifiable credentials [7], 
decentralized identifiers, and a verifiable data ledger. Finally, it should be noted that 
many SSI adoptions are based on distributed ledger technologies, often referred to 
as blockchain technology. 
 
Adopting SSI technology requires a technological system with distinct actors and 
specific roles that form the operational technology triad, enabling the holder, issuer, 
and verifier to function efficiently [8]. Holders must request credentials as a digital 
representation, and issuers store them in their technological systems. When 
requested by the verifier, holders can approve the request and present the 
credentials for verification and confirmation. Issuers define the credentials, their 
meaning, and the verification method. Verifiers request the credentials they need 
and then follow their own policy to verify their authenticity [ 2]. 
 
In SSI technology, trust between actors is referenced with peer-to-peer transactions, 
certified by the technology that provides data storage, exchange and communication 
[9], and on the other hand, governance guidelines; which consist of commercial, 
legal and technical rules and policies to manage, in particular commercial, legal and 
technical policies to issue, maintain and verify credentials [10] . 
 
Understanding SSI requires a consistent approach to technological infrastructure 
and governance structures. This sociotechnical approach recognizes that SSI 
operates at the intersection of technology and institutional governance, shaping 
trust, interoperability, and adoption dynamics [11]. 
 
 
 
 
 
 
 
 

 
 
 

Image 1. Current identity versus SSI1 

                                                           
1https://resilientedigital.com/que-es-la-auto-identidad-soberana-ssi-self-sovereign-identity/ 
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2.2. Theories of technology adoption 
 
The adoption of SSI should be supported by the various existing approaches to 
identity technologies, which we summarize as technical support for its 
understanding. 
 
Initially, we addressed the Technology/Organization/Environment (TOE) framework 
[ 12],1990, and the Diffusion of Innovations (DOI) theory (Rogers, 2003), both of 
which are widely used, even as complements to one another. Specifically, the TOE 
framework posits that technology adoption is affected by technological, 
organizational, and environmental factors, while the five characteristics of innovation 
suggested by DOI (relative advantage, complexity, compatibility, testability, and 
observability) are considered part of the technological factors. It is important to note 
that these two theories do not consider the human characteristics and behaviors that 
play a fundamental role in technology adoption. 
 
Successful adoption of Self-Sovereign Identity (SSI) must be based on studies of 
individual technology acceptance, adoption behavior, behavioral intention, and 
attitudes toward technology. These aspects are typically analyzed through 
established theoretical frameworks, such as: 
 

 The Theory of Reasoned Action [ 13]. 
 The Theory of Planned Behavior [ 13]. 
 The Technology Acceptance Model (TAM) [ 14]. 
 The Unified Theories of Technology Acceptance and Use I and II (UTAUT 

and UTAUT2) [ 15]. 
 
These models explain that the determining factors of technological acceptance 
include: 
 

 Perceived utility. 
 The perceived ease of use. 
 The intended use [ 14]. 
 Performance expectancy, effort expectancy, social influence, and enabling 

conditions [ 15]. 
 
2.3. Analytical framework for the adoption of SSI 
 
Given the inherent complexity of Self-Sovereign Identity (SSI), its technological 
adoption requires an adaptive and contextual approach [16]. Inspired by established 
technology acceptance theories and factorial models [17], we propose an analytical 
framework that considers four interrelated categories of factors that influence SSI 
adoption: 
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a) Individual factors 
 

Individuals are the final agents in adoption decisions. Aspects such as risk-taking, 
openness to innovation, and technological experience affect how decision-makers 
evaluate and implement SSI solutions [18]. 

 
b) Organizational factors 

 
Determinants of internal readiness and strategic priorities. Based on the TOE 
framework and DOI theory, factors such as organizational culture, leadership attitude 
towards innovation, and the availability of technical and financial resources influence 
[12]. 
 

c) Ecosystem factors 
 
These include available technological infrastructures, governance models for SSI, 
and the level of interoperability. These elements define the technical and political 
feasibility for adoption. 
 

d) Environmental and social factors 
 
Such as regulatory frameworks, institutional pressure, and public sector 
commitment, which condition the pace and form of adoption [19]. 
 
The adoption of Self-Sovereign Identity (SSI) is profoundly influenced by 
exosystemic and environmental factors that determine both its viability and large-
scale implementation. From an ecosystem perspective, this technology depends on 
coordination among various actors—issuers, verifiers, and holders—who, together, 
enable reliable and secure identity transactions. Elements such as technological 
complexity, as highlighted by Diffusion of Innovation (DOI) theory, affect 
organizations' perceptions of feasibility, while governance structures, responsible for 
defining rules and responsibilities, remain an underdeveloped aspect in the 
specialized literature [20]. Regarding the external environment, environmental 
factors play a key role in establishing the framework within which organizations 
operate; While competitive pressure from the sector can accelerate the adoption of 
SSI as a differentiation strategy, regulatory frameworks ensure compliance in terms 
of privacy and data protection, and market conditions, customer expectations, 
emerging innovations and the economic situation all directly affect the motivation 
and speed with which organizations decide to adopt this technology [12]. 
Self-Sovereign Identity (SSI) provides companies with the opportunity to innovate by 
developing services that prioritize privacy, strengthen data security, and give users 
greater control over their personal information [21]. Furthermore, the implementation 
of SSI allows for optimized operational efficiency and minimized risks inherent in 
data management, thanks to the use of decentralized identity protocols that eliminate 
dependence on intermediaries and reduce vulnerabilities. 
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At the ecosystem level, the adoption of SSI progressively drives digital infrastructure. 
By integrating into an SSI network, organizations, service providers, and users 
contribute to expanding the participant base, which improves interoperability and 
fosters smoother identity verification across diverse platforms [22]. This collaborative 
growth not only increases the value of the system for all stakeholders but also 
strengthens trust and efficiency in the secure exchange of data within the digital 
ecosystem. 
 
The social and environmental factors allow the implementation of Self-Sovereign 
Identity (SSI) to contribute to the sustainable modernization of identity management 
by replacing paper-based processes with digital solutions, thus decreasing the need 
for documents and reducing the environmental impact of traditional physical 
methods. This technology also empowers users by giving them greater control over 
their personal information, thereby promoting privacy protection, data security, and 
individual ownership. By combining digital efficiency with environmental 
responsibility, SSI is positioned as a key tool for advancing towards more sustainable 
and inclusive identity management [23]. 
 
Integrating factors and impacts at multiple levels provides a response to current 
identity gaps and presents a comprehensive view on the adoption of Self-Sovereign 
Identity (SSI). This approach underscores the interdependence between 
technological, organizational, and social dimensions, offering valuable insights into 
how SSI can contribute to creating a safer, more efficient, and more sustainable 
digital environment. 
 
3. Guidelines for the adoption of SSI 
 
Due to the emergent nature of the SSI phenomenon, a pre-adoption analysis of the 
implementation context is essential. This approach allows for the flexibility and 
openness necessary to investigate SSI using empirically rich and detailed qualitative 
data [ 24]. Reliable data collection tools, such as interviews, fieldwork, or expert 
consultation, are also necessary. This provides a broad understanding of the topic 
while generating valuable data [25]. Furthermore, semi-structured interviews with 
experienced SSI professionals are crucial for a deeper understanding of the specific 
aspects of its adoption. 
 
3.1. Data collection 
 
For data collection, information is drawn from the compiled and reviewed literature 
on SSI technologies. It is recommended to conduct targeted sampling involving 
individuals and organizations related to SSI in order to articulate diverse 
perspectives. This also allows for collaboration in the development of 
standardization for SSI adoption, as well as with Standards Development 
Organization (SDO) initiatives, participation in discussions with industry experts, and 
facilitation of collaboration among peers and SSI infrastructure providers. These 
interactions allow for the exploration of the background and outcomes of SSI 
adoption in real-world contexts. 
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Furthermore, fieldwork allows for the collection of data such as dates, sources, 
participants, and previously unconsidered perspectives, as well as messages, 
audiovisual material, web activities, and more. This interaction provides information 
on the contribution to a governance framework for a UNICEF-driven SSI ecosystem, 
offering key insights into governance challenges [26]. 
 
Finally, another important aspect to consider concerns digital wallets. Their trust and 
acceptance must be linked to ecosystem governance and user adoption. This 
requires ongoing training on SSI technology, complemented by proficiency in 
managing the "TrustOverIP" technology model. 
 
3.2. Data Analysis 
 
Managing the variety of collected data is a complex activity, requiring its presentation 
in diverse formats, including video, images, or text. Therefore, data analysis must be 
performed using both qualitative and quantitative processing applications, including 
open, axial, and theoretical coding analyses; in conclusion, it should be a data 
analytics approach using generative artificial intelligence algorithms. 
 
Open coding emphasizes key aspects for SSI adoption by labeling text segments 
with updatable and regenerative codes. Applying the constant comparative method, 
which allows extracting only what is needed from the text, ensures that the codes 
capture accurate meanings. 
 
Axial coding establishes patterns, relationships, and causal links between codes, 
allowing for the creation of related open codes to categorize different aspects of the 
SSI adoption phenomenon. In short, it is a hierarchical coding process for a better 
understanding of interrelated variables. Finally, theoretical coding establishes the 
conceptual framework that provides a comprehensive understanding of SSI 
adoption. 
 
3.3. Technology in Financial Cooperatives 
 
Cooperative organizations are situated within the framework of the solidarity 
economy, which has seen significant development in Latin America. This economy 
offers an alternative approach to classical economics and has several 
interpretations. In Argentina, it is known as the labor economy; in Ecuador, it is called 
the popular economy; in Brazil, it is the Solidarity Economy and Third Sector; in Peru, 
it is the informal economy; and in Colombia, it is simply the Solidarity Economy. This 
demonstrates the multifaceted nature of the concept. Within the organizational 
universe of cooperatives, there are different approaches depending on their founding 
mission, and it is within this context that our study is framed, specifically within the 
"financial cooperativism" sector. We can therefore assume that, as cooperative 
organizations, they exhibit particular characteristics in various aspects, such as 
service provision, organizational structure, resource management, and the adoption 
of ICT and digital technologies. 
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Financial cooperatives in Colombia play an important role in the country's economic 
and social development, offering a distinct alternative to traditional financial 
institutions. They work to meet the needs of their members by providing a wide range 
of financial services, including savings, loans, insurance, and other forms of 
financing. 
 
With technological advancements and the sensitivity of the information handled by 
these organizations, it is essential to control access for all employees in their 
operational management, with a proper segregation of duties that allows for 
assigning the permissions and access that users actually need. This article delves 
into alternative "Identity" technologies for Financial Cooperatives to manage 
identities, vulnerabilities, and threats that affect information security professionals, 
managers, and clients of these organizations.  
 
Financial cooperatives face significant risks due to the volume of daily financial 
transactions and the sensitivity of the information they handle, making them 
attractive targets for cybercriminals. Therefore, it is essential that financial 
cooperatives implement robust access control strategies. This process helps protect 
the organization's assets, and effective identity management ensures that only 
authorized individuals have access to systems and resources. These strategies 
should also encompass employee education and awareness, as well as the adoption 
of advanced threat detection and prevention technologies. Furthermore, continuous 
and rigorous monitoring of information systems is crucial, with regular audits to 
identify potential vulnerabilities and ensure a secure environment. 
 
Colombia has 4,000 cooperatives overseen by the Superintendency of the Solidarity 
Economy, but a total of 10,500 are registered with the country's Chambers of 
Commerce. The Colombian Confederation of Cooperatives (Confecoop) indicates 
that there are 3,200 cooperatives with 6.3 million members, benefiting more than 20 
million people. These cooperatives operate in diverse economic sectors, including 
finance, with 185 entities and assets of 14 trillion pesos, or 3.5 billion dollars, 
representing a significant sector of the Colombian economy. Therefore, our subject 
of study is highly relevant. However, it lags behind in the management of information 
and communication technologies, as indicated by the 2023 report "Digital 
Transformation in the Solidarity Sector", which points out that only 25% of small 
cooperatives have started digitization processes, mainly due to a lack of resources 
and technical knowledge, especially in relation to digital identity services, compared 
to their competitors, such as traditional banking. 
 
 
 
 
4. Analysis of general aspects 
 
Our study determined that achieving positive results from implementing ISS 
technology is a multifaceted process characterized by continuous interaction 
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between organizations and the broader ecosystem. Based on our analysis, we 
identified key antecedents and potential outcomes of adopting an SSI. 
 
The adoption of SSI is influenced by multiple interrelated factors that determine the 
readiness and capacity of organizations, ecosystems, and individuals to adopt the 
technology. We were able to identify the antecedents that shape the adoption 
process, such as organizational antecedents, social antecedents, ecosystem-
specific antecedents, and individual-level antecedents, which we briefly describe 
below: 
 
 Our analysis revealed that several organizational factors influence the adoption 

of SSI. First, senior management attitude proved to be a decisive factor, as an 
organization's financial situation plays a crucial role. It is important to note that 
organizations with financial constraints may delay SSI adoption due to insufficient 
budgets. Organizational culture, innovation, and size also influence SSI adoption. 
Organizations with a culture of innovation are more likely to adopt new 
technologies, and larger organizations with dedicated R&D budgets can absorb 
greater risks. 

 
 The age and size of an organization further influence the adoption of SSI, as 

older organizations face the challenges of consolidating pre-existing systems, 
while younger and smaller organizations typically have fewer legacy systems, 
simplifying SSI adoption. Similarly, technological competence also plays a key 
role in SSI adoption, as organizations with advanced technical skills can create 
customized solutions when predefined tools are unavailable, allowing for the 
integration of an SSI into legacy systems and contributing to technological 
development. 

 
 A Secure Security Initiative (SSI) can improve privacy and security, privacy 

awareness, and regulatory compliance. Country- and culture-specific 
characteristics include regulations and laws, such as Data Protection Standards, 
Data Governance, and national laws, with requirements for data management 
and sharing. To mitigate these challenges, SSI allows customers to securely 
control their data while reducing the burden of data storage and management for 
organizations; however, the entire process must be aligned with the corporate 
governance framework. 

 
 Organizations with skilled digital professionals are more likely to adopt a Security 

Information System (SIS), while those with limited digital literacy face greater 
barriers due to their lack of knowledge of digital tools and concerns about privacy 
and security; in other words, the level of digital knowledge and the need for 
verifiable data determine the adoption of an SIS. 

 
 Emerging technology plays a fundamental role; for contexts with digital 

identification services, SSI-based identification services are expanding. The 
adoption of SSI requires the coordination of multiple actors and components, 
including diverse user interfaces for issuers, verifiers, and holders, as well as 
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data registries, backup mechanisms, and data schemas—in other words, it 
enables full technological convergence. 

 
 The development of digital wallets and other user interfaces requires 

synchronous communication with the target user group during development, as 
interoperability between diverse SSI solutions is essential due to the cross-sector 
and cross-border applications of the technology. Issued digital identities must 
function seamlessly in sectors such as healthcare, education, justice, and, in 
general, across all productive sectors that handle sensitive data. 

 
 Legal and technical business policies are fundamental to adoption decisions, and 

organizations must consider regulations, compliance requirements, and 
contractual conditions to uphold governance principles such as transparency, 
portability, and consent when offering privacy-protecting services, in order to join 
ecosystems with similar guiding principles. Ultimately, the credibility of actors 
involved in ecosystems of prestigious institutions and large corporations inspires 
greater trust and fosters increased participation. Conversely, ecosystems led by 
less established actors may face challenges due to perceived risks related to 
sustainability and reliability. 

 
Aspect Feature description 

 
 
General Analysis 

The adoption of SSI is a multifaceted process influenced by organizational, social, 
ecosystem, and individual factors; it requires the support of senior management and 
financial resources. A culture of innovation and the size of the organization also 
play a significant role. 

 

 
Organizational 
Factors 

Organizations with a culture of innovation and advanced technical skills are more 
likely to adopt Secure Software Integration (SSI), and technology allows for the 
integration of SSI into outdated organizational systems. Adopting SSI improves 
privacy and security, reduces risks such as fraud, and fosters innovation. 
Organizational digital wallets based on SSI enhance employee privacy and 
security. 

 
Social and Ecosystem 
Factors 

Digital literacy and the need for verifiable data are key drivers for the adoption of 
Secure Situations (SSI). Interoperability between SSI solutions is essential for 
cross-sector and cross-border applications. SSI improves living conditions through 
secure and private digital interactions. Credit profiles become portable, facilitating 
access to financial services. Adopting SSI facilitates new strategic alliances and 

improves collaborative performance, enabling organizations to open new markets 
and transform ecosystem structures. 

Table No. 1. Description of the aspects of the SSI 

 
 
 
4.1. Possibilities of organizational outcomes 
 
The adoption of Secure Securities (SSI) has several potential organizational 
benefits. The primary focus of SSI is to improve the privacy and security of services 
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offered by organizations, while simultaneously reducing risks such as fraud and 
misuse of the service. This is especially relevant in the financial sector, where, for 
example, financial cooperatives seek to mitigate cybercrime and identity fraud. 
Organizational digital wallets based on SSI enhance the privacy and security of 
employees acting on behalf of their employers. 
 
Furthermore, it is important to note that the SSI has adopted the “LEI” prototype, 
developed by the Global Legal Entity Identifier Foundation, whose objective is to 
establish a chain of trust for organizational identity. 
 
Adopting emerging technologies fosters innovation, leading to the development of 
new products and services, which can improve financial performance and 
competitive advantage. One example is lifetime SSI-based reputation systems, 
which allow organizations to issue digital credentials recognizing the achievements 
of customers and employees. These credentials can increase employees' value in 
the job market and provide professional motivation. 
 
SSI can simplify compliance processes. For example, when an organization 
implements KYC (Know Your Customer) verification through SSI, it can choose to 
transfer responsibility for managing sensitive customer data from the organization to 
the customers themselves. This reduces compliance burdens related to data security 
and privacy regulations. Furthermore, automating processes through digital 
documents can generate operational efficiencies and cost savings by replacing 
manual tasks. 
 
4.2. Possibilities for social analysis 
 

The adoption of Secure Information Systems (SIS) also contributes to social value, 
particularly through its ability to improve living conditions via secure and private 
digital interactions. By allowing data owners to maintain control over their data, SIS 
enhances digital interactions. SIS drives digital transformation in various sectors, 
such as education, healthcare, government, and tourism, through document 
digitization and the automation of processes like identification and authorization. 
 
People's credit profiles are becoming portable, rather than confined to a centralized 
office, giving citizens broader access to financial services through a digital identity 
issued by the government. For example, digital wallets could make customer profile 
management systems obsolete by enabling real-time data verification from users' 
wallets, thus reducing the need for customer service staff. 
 
4.3. Possibilities for ecosystem analysis 
 
Organizations' decisions to adopt SSI and join an ecosystem significantly impact its 
overall structure and dynamics, as organizations that join an SSI ecosystem facilitate 
the formation of new strategic alliances, foster joint learning, and improve 
collaborative performance. 
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Organizations that join an SSI ecosystem can open new markets and transform 
existing structures. For example, if an organization in an SSI-based organizational 
identity ecosystem issues SSI-enabled work certificates to its employees, it could 
create new reputation-based service markets. 
 
 
5. Conclusions 
 
 Implementing an SSI involves carrying out a comprehensive process with four 

dimensions: human and technological resources, institutional commitment, and 
short, medium, and long-term vision. 

 Individual, organizational, environmental and social factors, ecosystem factors, 
and SSI factors must be included in the implementation. 

 Adopting SSI offers economic benefits, strategic alliances, and the creation of 
new market structures. 

 These strategic alliances promote shared learning and improved collective 
performance. 

 The inclusion of SSI allows for greater long-term viability of the organization. 
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