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ABSTRACT - Cybersecurity remains a significant worry for
all sectors involved in digital operations, particularly with the
occasional surge in security breaches. With the increasing
utilization of Internet of Things (IoT) devices in various
environments such as homes, offices, transportation, and
healthcare, the frequency of malicious attacks is also on the
rise. Fog computing can easily be incorporated into loT for
detecting attacks due to IoT and fog devices being closer
together than IoT devices and the cloud. ML is commonly
utilized for detecting attacks because IoT devices generate
large amounts of data. This research proposes a new
approach for analyzing network traffic to detect malicious
attacks using IoT artificial intelligence techniques, with the
goal of developing a sustainable smart home. A kernel
quadratic vector discriminant machine was utilized for traffic
analysis to enhance data transmission efficiency by reducing
network traffic. Improved energy efficiency is a result of
decreased traffic. Adversarial Bayesian belief networks are
next applied to identifying malicious attacks. An experimental
analysis has investigated throughput, data traffic analysis,
packet delivery ratio, energy efficiency, end-to-end delay, and
quality of service. The proposed approach obtained an 80%
quality of service, a 98% data transfer rate, a 75% assessment
of data traffic, a 44% total delay, a 93% rate of successful
packet delivery, and a 94% utilization of energy.

Keywords — Internet of Things, Machine Learning, kernel
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I INTRODUCTION

Physical systems are more susceptible to cyberattacks
due to increased internet connectivity. Due to the
development of automated attack tools and the
complexity of cyberattacks, organized hacking clusters
have started to take part. Effective cyberattacks could
have fatal, catastrophic, or even disastrous effects on a
CPS. It is challenging to defend CPSs against
cyberattacks, though. Determining fraudulent data
injection attacks is challenging because many CPS
systems lack cybersecurity features like message
authentication. The lack of universal encryption makes it
challenging to defend against eavesdropping attacks,
particularly on systems running outdated technologies.
Referring to system states is required to prevent replay
attacks[1].

The Internet of Things (IoT) has had a significant impact
on our lives, and deep learning (DL) techniques have
proven to be more effective than traditional machine
learning (ML) approaches. DL models are being used to
detect cyberattacks against CPS, which is difficult due to
the complexity of implementing cybersecurity measures.
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ML methods are used in regression and classification to
extract useful insights from data generated by machines
and humans, whereas DL methods address cybersecurity
issues in CPSs. The Internet of Things is a significant
technological advancement with numerous applications
and implications for our daily lives[2].

In an IoT network, machine learning (ML) can be used
to provide security services. The cybersecurity industry
is using machine learning (ML) in more and more
applications, and the use of ML to detect attacks is
becoming a hotly contested topic. The following is the
research's contribution, To put forth a novel approach for
a sustainable smart home that uses IoT artificial
intelligence techniques for network traffic analysis based
on cybersecurity and malicious attack detection,
Adversarial Bayesian belief networks are used to detect
malicious attacks, while a kernel quadratic vector
discriminant machine has been used for traffic analysis.
This machine improves data transmission by minimizing
network traffic.

This article is structured as follows: The current method
for detecting network traffic and attacks is provided in
Section II, the suggested research is presented in Section
III, and an experimental analysis of the results is
completed in Section IV. Section V wraps up research by
implications for the future.

I1. RELATED WORK

Deep learning research has thrived in areas involving
image processing, pattern recognition, and text
processing, but there are a few interesting projects in
cybersecurity. Earlier research [3, 4] shows that DLNN,
alone or in fusion with optimization or ML methods, can
accurately forecast assaults. [S] combining SVMs with
ANNSs significantly improves detection rates compared
to DL or ML alone. In particular, [6] generates
hybridization by incorporating SVM and ANN and
integrating a genetic algorithm (GA) and PSO. This
hybridization achieves an impressive 99.3% accuracy.
[7] tested the man shift technique on the KDD99 network
traffic dataset to identify network invasion. The authors
believe a mean shift in the network dataset may indicate
an assault. The algorithm did not detect user to root
(U2R) or remote-to-local (R2L) assaults. Serra et al. [8]
developed ClusterGAN, a new method for adaptive
clustering based on GANS. Choi et al. developed a
network intrusion detection system (NIDS) that utilized
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unsupervised learning and unlabeled data. Work [9]
evaluated SVM, KNN, and ANN to detect FDI (False
Data Injection) assaults. The trial proved that KNN and
SVM outperformed ANN in terms of accuracy.
Supervised learning uses labeled data to learn a function
that maps an input to an output. In a study [10], two open-
source NIDS and two supervised ML approaches were
used to analyze backscatter darknet traffic and identify
cyber-attacks, precisely SYN-DOS attacks on IoT. The
authors of [11] documented the development of wireless
sensor networks (WSN), correspondence innovation, and
Internet of Things innovation. The authors of [12] used
IDS-applicable ML methods, including KNN, SVM, DT,
NB, NN, and RF. The authors compared ML methods for
collecting Bot-IoT data using multi- and binary-class
combinations. These models were used to calculate F1
scores, recall, precision, and accuracy. In [2], an online
dataset was used to compare ML and deep-learning
neural networks for identifying assaults in FOG designs.
Grunt [13], a popular location framework, is also a mark-
based framework that uses attack signature rules to
identify digital attacks. The authors utilize AhoCorasick
[14], a search calculation, to determine whether
approaching traffic patterns are assaults or not. Suricata
[15] is a popular public IDS that supports multithreading
and is suitable for large-scale network frameworks. The
review used Suricata to run the discovery framework on
the asset limitation device, Raspberry Pi. They anticipate
recognizing the port-checking assault on the IoT
environment. Several studies [16] proposed an attack
detection framework for the IoT environment, focusing
on port scanning, MITM, DNS store harming, and flood
attacks. According to the review [17], Grunt weighs less
than Suricata. They proposed an Al-based discovery
structure to enhance the Grunt framework. The
expansion resulted in better recognition outcomes than
the initial Grunt. Table 1 shows a comparison between
energy analysis and cyber-attack detection.

1II. SYSTEM MODEL

This section introduces an advanced approach for
analyzing network traffic that relies on cybersecurity and
IoT artificial intelligence methods to detect malicious
attacks in order to create a sustainable smart home. A
kernel quadratic vector discriminant machine has been
utilized for traffic analysis to enhance data transmission
through minimizing network traffic. With reduced traffic,
there is an enhancement of energy efficiency. The
following stage includes utilizing adversarial Bayesian
belief networks for identifying malicious attacks. Figure
1 shows the proposed design.

A Core E7400 processor, 3.00 GB of RAM, a 32-bit
operating system, and the proposed design with fog and
cloud nodes are tested on a server.
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Fig 1: System design for analysis of network traffic and
identification of malicious attacks

Pre-processing processing methods are applied to
convert a dataset into a structure suitable for machine
learning. Eliminating inaccurate or superfluous data that
could compromise the dataset's accuracy is another way
that this cleaning process increases the dataset's efficacy.

UKSVM computes the similarity between uncertain
samples using a kernel function. The decision function
and classification models can be derived after the kernels
have been computed. Fortunately, there exist kernel
functions like Hellinger's kernel [r1], HIK, and y2 kernel
[r2] that can be used to determine the degree of similarity
between probability distributions. These additive kernels
are added to SVMs by us.

A subfamily of additive positive definite kernels includes
additive kernels HIK, y2 kernel [r2], and Hellinger's
kernel. These kernels have demonstrated strong
performance in the area of image classification [r2]. The
first use of histogram intersection for color indexing in
object recognition was in 1991. It calculates how similar
two histograms are to one another. It is resilient to
changes in scale. Let the histograms of the two images be
X1 and X,. Both histograms have m bins; X and Xajp
represent the j, ™ b in for jb=1,...m.2%=1 x1jb = N and
Yjb= X2jb = N. the histogram intersection is derived
with  the  following  equation:= Ky, (X1, X;) =
YJy=1{x1%x2jb}

Iv. EXPERIMENTAL ANALYSIS

A Core E7400 processor, 3.00 GB of RAM, a 32-bit
operating system, and the proposed design with fog and
cloud nodes are tested on a server.
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Description of the dataset: A number of those datasets
remain private, primarily due to security concerns, but
some are now accessible to the public, including KDD99.
There are a lot of datasets available, but few of them are
realistic datasets of IoT and network traffic that include
new instances of botnets. Furthermore, IoT-generated
traffic is absent from some databases, and new features
are absent from others. A validation dataset is a collection
of instances that are used to modify the hyperparameters,
or architecture, of a classifier. It is also known as a "dev
set" or development set. One example of a

hyperparameter for artificial neural networks is the
number of hidden units in each layer. The validation set
is used in the hyperparameter tuning procedure. In the
end, the test set is used to evaluate the best model. If
hyperparameter tuning is not implemented, the validation
set becomes unnecessary and redundant. The analysis in
Table is predicated on multiple malicious attack datasets.
The datasets analyzed in this case are KDD99.
Throughput, data traffic analysis, packet delivery ratio,
energy efficiency, end-end delay, and quality of service
are all considered in the parametric analysis.

. Throug Data End-End Energy
Tech: PDR
echimques hput Traffic Delav Efficiencv QoS
SVM 92 65 48 82 89 77
SYN-DOS 94 68 46 84 92 74
CS NTA M
ADML 98 75 44 93 94 80

Table 1 : Analyses based on the KDD99 dataset of malicious attacks.

The proposed and present methods are compared using a
KDD99 dataset, as seen in the figure. The existing SVM
achieved throughput of 92%, data traffic analysis of 65%,
end-end delay of 48%, packet delivery ratio of 82%,
energy efficiency of 89%, QoS of 77%; and SYN-DOS
achieved throughput of 94%, data traffic analysis of 68%,
end-end delay of 46%, packet delivery ratio of 84%,
energy efficiency of 92%, and QoS of 74%. The
proposed technique achieved these results.

Analysis for KDD99 Dataset

|
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Throughput Data Traffic End-End Delay ~ PDR Energy QoS
Analysis Efficiency
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V. DISCUSSION

Utilizing neural networks and network traffic features,
various feature combinations are obtained for the
detection of cyber virus attacks. This research uses a
442,240 data point dataset that integrates information
from previous datasets and results from laboratory
experiments to facilitate learning. Currently, available
neural network models are recommended for use in the
detection of malware in Internet of Things devices. The

system can detect anomalous network activity and trigger
alarms in response with a reduced false alarm rate. Using
the KDD 99 datasets, we evaluated the binary
classification of network traffic. The results exhibited
that using filtering based on association rules could
greatly improve the system's detection accuracy.
Furthermore, our detection technique fared well in a
multi-class experimental setup. This two-level detection
system, which first classifies and then filters network
traffic, provides better detection results with fewer false
positives.

VL. CONCLUSION

This research proposes an innovative IoT artificial
intelligence-based cybersecurity plan for a sustainable
smart home. Malicious attacks are identified using
adversarial Bayesian belief networks, and traffic analysis
is done using a kernel quadratic vector discriminant
machine. This device reduces network traffic, which
enhances data transmission. 98% throughput, 75% data
traffic analysis, 44% end-end delay, 93% packet delivery
ratio, 94% energy efficiency, and 80% quality of service
were all attained by the recommended approach. The
architecture of a deep neural network can still be greatly
enhanced, and future studies can tackle the problem of
raising precision without lowering recall. To strengthen
its decision-making ability and resistance to further
attempts, the suggested method will be extended in the
future to include data from various attack types and
sources. It is believed that further research on enhancing
the suggested method should focus on studying a
network evolutionary algorithm, such as the imperialist
competitive algorithm.
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