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Abstract—This study has been undertaken to determine a 

model which works on Internet Computer, which is the world’s 

highest usage public blockchain. This study shows the next 

generation blockchain features of Internet Computing in 

combination with Canister Development Kit (CDK) and Chain 

Key Technology (CKT). An important feature - ICP token is 

applied on an actual NFT exchange platform. The system being 

developed uses WebAssembly (WASM) to compile smart 

contracts which are written in motoko in such a format that they 

can be executed on Internet Computer. The Network Nervous 

System (NNS) is used to manage the allocation of resources on 

the Internet Computer, ensuring that the network remains 

stable and efficient. Hence presenting a decentralized finance 

(DeFi) application built on Internet Computer blockchain: 

Crypton. 
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I. INTRODUCTION 

This article's primary objective is testing and implementing the 
next generation features of the Internet Computing with the 
combination of blockchain, as internet computing and blockchain 
are complementary technologies that can be leveraged together 
to build innovative solutions for various industries, including 
finance, supply chain management, healthcare and more and 
hence we bring a new application of the Internet Computing with 
this study. 

 Smart contract specific blockchains do face a significant 
challenge with partial decentralization due to the deployment of 
their front-end on third-party servers such as AWS, Mailchimp, 
and Heroku as well. This arrangement leaves the power to shut 
down these Decentralized Apps with mainstream companies, 
thus calling into question the completeness of their 
decentralization. To address such issue, we aim to explore and 
leverage the Internet Computer blockchain, which allows for the 
complete deployment of code on the platform without the 
interference of third-party servers. This approach enables us to 
achieve true decentralization of our DApps, thereby ensuring 
maximum security, reliability and trust for our users. 

Internet Computer is a platform to run any computation using 
blockchain for decentralization and security. The original 
whitepaper defines it as: “The Internet Computer (IC) is a new 
platform for executing smart contracts. Here, we use the term 
‘smart contract’ in a very broad sense- a general-purpose, tam-

perproof. computer program whose execution is performed 
autonomously on a decentralized public network.” 

For end-users, accessing IC-based services is always largely 
transparent. The Internet Computer is a Web3 platform that 
provides a complete alternative to the traditional IT stack. The 
Internet Computer introduces a new form of smart contracts: 
canisters smart contracts, which has powerful capabilities that 
enable the cryptocurrency cloud. 

The Internet Computer is created by the ICP (Internet 
Computer Protocol), the most advanced network protocol ever 
devised, in ICP the independent node providers own and operate 
node machines in data centers worldwide and hence the ICP 
combines such nodes to form efficient subnet blockchains. 
Subnet blockchains add the capacity for running canister smart 
contracts, and at the end such subnets combine into one such 
serverless autonomous cloud with unbounded capacity which is 
known as the Internet Computer, which is ultimately a new 
derived blockchain network. 

To actually implement these features we have built a DeFi 
application which is a NFT exchange system. The application is 
built using Motoko, a programming language designed for 
developing smart contracts on the Internet Computer (IC). The 
front-end of the application is built using React, while the back-
end is built using the Canister Development Kit (CDK), which 
provides a set of tools and libraries for developing and deploying 
canisters on the Internet Computer. The Crypton application uses 
Chain Key Technology (CKT) to securely and efficiently 
manage the keys used to sign transactions on the blockchain. 
Internet Identity (II) is used for user authentication, providing a 
secure and decentralized identity system that users can use to log 
in to the application. 

II. LITERATURE SURVEY 

A literature analysis was conducted to find multiple articles 
linked to the pertinent study that has/had been published in 
international magazines, journals, books, etc in order to 
understand the concept and protocol more precisely and to look 
out for their applications as well that will suit our study. 

R. Gupta, V. Sekhri, A. K. Somani. CompuP2P: An 
Architecture for Internet Computing Using Peer-to-Peer 
Networks [1]. Here the CompuP2P is a lightweight architecture 
for enabling Internet Computing. It simply uses peer-to-peer 
networks for sharing of computing resources. This following 
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paper discusses the system architecture, functionality, and 
applications of the proposed CompuP2P architecture. 

Satoshi Nakamoto. A peer-to-peer electronic cash system 
[2]. The paper proposes a decentralized digital currency system 
called Bitcoin, aiming to enable peer-to-peer transactions 
without the need for central authority. It introduces the concept 
of blockchain technology as a means of maintaining a secure, 
transparent ledger of transactions. 

Nikita K., Antorweep C., Chunming R., [3]. Blockchain 
Based Transaction System with Fungible and Non-Fungible 
Tokens for Community-Based Energy Infrastructure. This 
study presents a unified blockchain-based system for energy 
asset transactions among prosumers, electric vehicles, power 
companies, storage providers, etc. 

Akash A., Kanishk, Shailendra K., [4]. Smart Contracts and 
NFTs: Non-Fungible Tokens as a core component of 
Blockchain to be used as Collectibles.  While outlining the 
theoretical implications and use cases of NFTs, it mainly aims 
to analyze blockchain and cryptocurrencies’ technical 
underpinnings, specifically non-fungible tokens or “crypto-
collectibles”. 

Jens Groth, [5]. Dfinity Foundation. Non-interactive 
distributed key generation and key resharing. The paper 
discusses its new contribution that is constructing non-
interactive distributed key generation and key resharing 
protocols for threshold BLS signatures in the context of the 
Internet Computer. The protocols are built on a new pairing-
based CCA-secure public-key encryption scheme with forward 
secrecy. 

DFINITY Foundation, [6]. The internet computer for geeks. 
The following whitepaper explains in detail the major scientific 
and engineering breakthroughs behind the Internet Computer. 
The Internet Computer, which is based on a set of cryptographic 
protocols that combine hardware node machines running within 
independent data centers into a collection of subnet blockchains. 

Koushik B.M., Khushboo S., Karthik E.M., [7]. A 
Blockchain Based Decentralized Computing And NFT 
Infrastructure For Game Networks. The paper aims to create and 
study a decentralized computation and token management 
infrastructure for game networks. It also focuses on using 
Ethereum Blockchain, IPFS and ERC - Ethereum Request for 
Comment 1155 architecture to build a gaming-oriented public 
decentralized network. 

III. PROPOSED SYSTEM 

Our team has designed a secure and scalable NFT marketplace 
on the Internet Computer Protocol (ICP) blockchain. Our team's 
secure and scalable NFT marketplace on the ICP blockchain 
leverages Internet Identity for user authentication on the 
frontend. Here's an update to our previous explanation Here's a 
breakdown of the system architecture: 

 
Frontend Authentication with Internet Identity: 
We utilize Internet Identity on the Frontend Wallet Canister and  
the Frontend NFT Marketplace Canister. This allows users to 
authenticate securely without managing usernames and 
passwords.During login, the frontend canister interacts with the 
Internet Identity Service Canister on the ICP blockchain.Upon 
successful authentication, the Internet Identity Service Canister 
provides a cryptographic token or signature to the frontend 
canister.This token or signature is then used by the frontend 
canister to identify the user and potentially access user-specific 
data from the backend canisters. 

 Microservices with Canisters: 
Frontend Wallet Canister: This React canister provides a user-
friendly interface for managing wallets. It interacts with the 
Backend Wallet Canister to retrieve and display data using props. 
Backend Wallet Canister: This Motoko canister serves as the 
brain of the wallet system. It handles functionalities like viewing  

balances and interacting with the Chronos token system. It 
communicates with the Chronos backend and potentially the NFT 
Marketplace backend. 
Frontend NFT Marketplace Canister: This React canister drives 
the user experience for buying, selling, and exploring NFTs. It 
utilizes props to exchange data with the Backend NFT 
Marketplace Canister. 
Backend NFT Marketplace Canister: This Motoko canister is the 
engine of the marketplace. It manages NFT listings, purchases, 
ownership transfers, and interacts with the Chronos backend for 
currency transactions. It might also communicate with the 
Frontend Wallet Canister for user information. 
Seamless Chronos Integration: 
Frontend Chronos Canister: This React canister allows users to 
interact with Chronos functionalities like claiming faucet tokens, 
transferring, receiving, buying, and selling NFTs. It retrieves data 
from the Backend Chronos Canister using props. 
Backend Chronos Canister: This Motoko canister handles the 
core logic behind Chronos integration. Since Motoko doesn't 
natively support arrays, we've implemented temporary arrays to 
efficiently process data retrieved from hash tables (chosen for 
stability and persistence) before sending it to the frontend. 
Secure and Efficient Communication: 
Canisters communicate with each other through well-defined 
calls within their interfaces. These calls can involve data transfer 
or invoking functions on the receiving canister. 
Communication likely happens through the Internet Computer 
Service Nervous System (SNS), the backbone for inter-canister 
calls on the ICP blockchain. 
Focus on Security and Scalability: 
Security is paramount. We've implemented robust authentication 
and authorization mechanisms to safeguard user funds and NFTs 
using internet identity  
Scalability is a key consideration. The architecture is designed to 
handle increased user traffic and data volume as our marketplace 
thrives. 
User Experience Matters: We've optimized data fetching and 
rendering processes to minimize lag and ensure a smooth user 
experience. 
Uploading the crypton_backend Canister: The Wasm binary file 
would then be uploaded to the ICP blockchain as the backend 
canister "crypton_backend". This can be done using the DFX CLI 
as well. 
Interacting with the ICP Blockchain: Once both canisters are 
deployed to the ICP blockchain, the frontend canister would be 
able to interact with the backend canister using the provided 
canister interface. This interface allows the frontend to send 
messages to the backend canister and receive responses, enabling 
the two canisters to communicate with each other and perform the 
necessary actions for the application. 
 
Overall, the process involves compiling and uploading both the 
frontend and backend canisters to the ICP blockchain, and using 
the provided canister interface to enable communication between 
them. 

IV. METHODOLOGY 

 

The methodology section describes the experimental work done 
to claim the ICP tokens which can be later used to buy and sell 
the NFT (art) and even claim on a daily basis. 
Create a decentralized NFT marketplace: The system's goal is 
to establish a platform where users can trade NFTs without 
relying on a central authority. This approach ensures transparent, 
secure, and tamper-proof transactions, eliminating the potential 
for censorship or external interference. 
Utilize the capabilities of the Internet Computer blockchain: 
The system harnesses the power of the Internet Computer 
blockchain, capitalizing on its benefits such as rapid, cost-
effective transactions, scalability, and robust security. These 
advantages are pivotal in offering users a smooth and efficient 
marketplace experience. 
Guarantee utmost security and dependability: Through the 
innovative architecture of the Internet Computer blockchain, the  
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system removes the reliance on third-party servers, ensuring 
heightened control over data and privacy. 

 
Figure 1 : Claiming the ICP Tokens 

 
Offer an intuitive interface and user-friendly features: The 
system prioritizes user experience by providing an intuitive 
interface, simplifying navigation for both buyers and sellers. 
Features like search and filtering options, bidding and purchasing 
mechanisms, and user-friendly digital wallet management 
enhance the overall user experience. 

Nurture a dynamic community of creators, collectors, and 
enthusiasts: The system aims to cultivate a vibrant community 
of NFT creators, collectors, and enthusiasts. By facilitating social 
sharing, encouraging user-generated content, and organizing 
community-driven events, the platform fosters engagement and 
innovation within the broader digital asset ecosystem. 

 
V. SYSTEM ARCHITECTURE 

 
The architecture of the Crypton is designed to provide a highly 
scalable, secure, and efficient platform for building and deploying 
decentralized applications (DApps) and services. The following 
are the key components of the ICP architecture: 
 
Network: The ICP network consists of a global network of 
independent data centers, or nodes, that are interconnected via the 
internet. These nodes work together to provide a decentralized 
platform for hosting dApps and services. 
Chain Key Technology (CKT): ICP uses a novel consensus 
mechanism called Chain Key Technology (CKT) to achieve fast 
and efficient validation of transactions on the network. CKT 
provides a secure way to validate transactions and reach consensus 
without relying on traditional mining methods used by other 
blockchain platforms. 
Canister: A canister is a secure and isolated environment within 
the ICP network that hosts dApps and services. Each canister has 
its own memory and processing resources, and can interact with 
other canisters on the network. 
 
Internet Identity (II): Internet Identity is a decentralized identity 
system that allows users to create and manage their identities on 
the ICP network. II provides a secure and user-friendly way to 
authenticate users and manage access to dApps and services on the 
network. 
 

WebAssembly (WASM): ICP uses WebAssembly as its primary  
 
programming language for building dApps and services. WASM 
is a low-level virtual machine that enables efficient execution of 
code in a secure and sandboxed environment. 
Network Nervous System (NNS): The Network Nervous System 
is a governance mechanism that allows the ICP community to 
propose and vote on changes to the network. NNS ensures that the 
network is secure, stable, and adaptable to changing requirements. 
 
 

 
Figure 2 : System Architecture 

 

Internal Canister Communication 
Communication between frontend and backend canisters within 
the same microservice (wallet or marketplace) primarily 
leverages props in React. This mechanism allows the frontend 
canister to: 
Send requests to the backend canister by invoking functions 
defined in its interface. 
Receive responses from the backend canister containing the 
requested data or results. 
Backend canisters might also need to communicate with each 
other to fulfill user actions. This communication likely utilizes 
similar function calls defined in the respective canister interfaces. 
For example, the NFT marketplace backend might call the wallet 
backend to verify a user's balance before completing an NFT 
purchase. 

External Canister Communication (Chronos) 

The Chronos integration involves two canisters: 
Frontend Chronos Canister: This React canister allows users to 
interact with Chronos functionalities (claiming faucet tokens, 
transferring tokens). 
Backend Chronos Canister: This Motoko canister handles core 
Chronos logic. 
Communication between these canisters and the external Chronos 
system likely involves the Internet Computer Service Nervous 
System (SNS). Here's the breakdown: 
1. The Frontend Chronos Canister sends user requests (as 
props) to the Backend Chronos Canister. 
2. The Backend Chronos Canister interacts with the 
Chronos canister on the ICP blockchain (potentially through the 
SNS) to execute the requested functions. 
3. The Chronos canister processes the request and sends a 
response back to the Backend Chronos Canister. 
4. The Backend Chronos Canister receives the response and 
sends it back to the Frontend Chronos Canister through props. 

 
VI. MODEL 

 

Figure 3 shows the Entity Relationship Diagram of the proposed 
system. Entity Relationship diagram is a data modeling technique 
that graphically illustrates an information system’s entities and the 
relationships between those entities. Here, the entities are: - User, 
Ethereum Wallet ,Crypton Wallet, Chronos, and Internet Identity 
owner. The diagram shows the different attributes of these entities 
and also shows the relationship among these different entities. 
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Figure 3: Entity-Relationship Diagram 

 
Following are the DFD Level 0 (Figure 4), Level 1 (Figure 5) and 
Level 2 (Figure 6) diagrams of the working model and Use Case 
Diagram (Figure 7): 

 
Figure 4 : DFD Level 0 

 
The FT and NFT encoded in the Crypton backend can interact 
with different users on the Internet Computer (ICP) blockchain 
through the frontend and backend canisters. When a user interacts 
with the frontend canister, they can initiate a request to buy or sell 
a token. The frontend canister can then send this request to the 
backend canister which will handle the processing of the 
transaction. 

 
Figure 5 : DFD Level 1 

 
The backend canister will have code to interact with the ICP 
blockchain, including smart contracts for handling the buying 
and selling of tokens. When a user initiates a request to buy or 
sell a token, the backend canister will perform the necessary 
checks, such as verifying that the user has sufficient funds or that 
the token being sold is valid. 

 
 

Figure 6 : DFD Level 2 

 
Figure 7 : Use Case Diagram 

 
The backend canister will have code to interact with the ICP 
blockchain, including smart contracts for handling the buying 
and selling of tokens. When a user initiates a request to buy or 
sell a token, the backend canister will perform the necessary 
checks, such as verifying that the user has sufficient funds or 
that the token being sold is valid. 
Once the backend canister has processed the transaction, it will 
update the state of the FT or NFT on the ICP blockchain, 
reflecting the new ownership or changes to the token's 
metadata. The backend canister can also update the user's 
account balance to reflect the purchase or sale of the token. 
The frontend canister can then receive the updated information 
from the backend canister and display it to the user, showing 
the updated token ownership, account balance, and any other 
relevant information. 

 
VIII. RESULTS 

 
The existing system that is implemented will provide a 
decentralized platform for digital assets, enabling direct person-
to-person transactions while removing the intermediaries from 
the process and creating a secure, transparent blockchain 
infrastructure to host the decentralized applications. It 
addresses the problems related to the size and ease of use 
commonly seen in current blockchain technologies while 
utilizing advanced cryptographic methods to ensure the safe and 
provable storage and transfer of data and facilitates community 
engagement and decision-making through the Network 
Nervous System. Figure 8 shows the GUI of Crypton. 
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Figure 8 : GUI of Crypton 

 

 
Figure 9 : Create NFT from your system 

 

 
Figure 10 : GUI of Successfully Minted the NFT 

 

 
Figure 11 : GUI of desktop Application 

 
Figure 12 : GUI of claiming tokens from the faucet 

 

 

VIII. CONCLUSION 

 

Hence, in conclusion we say that Crypton represents a 
pioneering step towards achieving true decentralization in the 
realm of decentralized finance (DeFi) applications, and so by 
leveraging the Internet Computer (IC) blockchain, Crypton 
overcomes the challenges posed by partial decentralization 
encountered by smart contract-specific blockchains. Through 
the complete deployment of code on the platform without 
reliance on third-party servers, Crypton ensures and aims for 
maximum security, reliability, and trust for its users. 
Furthermore, the adoption of Internet Identity (II) for user 
authentication enhances the security and decentralization of the 
platform, providing the users with a secure and decentralized 
identity system for accessing the application securely. 
The introduction of Crypton's native tokens, chronos, does 
facilitate seamless transactions within the platform, offering 
users a convenient and efficient means of engaging with the 
ecosystem. The inclusion of the chronos claiming interface, 
known as the faucet, further enhances the accessibility and user 
engagement. 
In essence, Crypton embodies the ethos of decentralization, 
security, and user empowerment, paving the way for the future 
of Decentralized Finance (DeFi) applications on the Internet 
Computer blockchain. As the cryptocurrency landscape 
continues to evolve, Crypton stands as a testament to the 
transformative potential of blockchain technology in 
revolutionizing financial systems and empowering individuals 
worldwide. 
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