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Abstract—Recent advances in large language models
(LLMs) have significantly improved the quality of synthetic
text data. LLMs imitate human writing patterns to produce
highly natural text, raising serious ethical, moral, legal, social,
and economic concerns in various industries. To address these
issues, we present a method to distinguish synthetically
generated text (SGT) from human-written text (HWT). Our
method includes methods for dataset creation, feature
engineering, dataset comparison, and result analysis. As part
of our research, we created two datasets
- a Wikipedia-based dataset and a US Election 2024 related
news article-based dataset using ChatGPT. These datasets can
be used as open-source datasets in future studies. We also
identified a set of handcrafted features that can serve as the
baseline feature set for future research.

Index Terms—LLM, ChatGPT, feature engineering,
document similarity

I. INTRODUCTION

In the recent past, the large language models (LLMs) [1]-
[3] have achieved unprecedented success in Natural Language
Understanding (NLU) [4] and Natural Language Generation
(NLG) [5] based Natural Language Processing (NLP) [6]
tasks such as text summarization, text classification, grammar
correction, automated answering, text completion, etc. With
prompt engineering, pre-trained LLMs such as GPT-3 [7],
GPT-3.5 [8], LIama [9], etc. perform (NLP-based tasks) better
than their predecessor transformer-based models such as BERT
[10], RoBERTa [11], DistilBERT [12], SPANBERT [13], etc.
The performance of automated question answering allows
many downstream applications. Question answering systems
are not only factually accurate but also can generate confident
sounding, creative, and natural texts. On many occasions, it is
very hard to distinguish between human written text and LLM
generated synthetic text [14]-[16].

The advancement of synthetic text generation has raised
some serious concerns, which have sociological and cyber
effects. We can foresee that a large human workforce will
be replaced by LLM-powered applications [17]. Chatbots
are already performing many tasks in education, law, ad-
vertising, scientific/creative writing, entertainment, and many
other industries. LLMs also empower cybercriminals with
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more widespread and dangerous capabilities [18]. Detect-
ing the abuses of academic dishonesty, fake news/reviews,
spam/phishing, etc., is more challenging [14], [19]. All edu-
cational institutes perceive the ChatGPT as a major challenge
because all the traditional plagiarism-checking software are
not trained to identify the Al-generated text. Therefore identi-
fying a synthetically generated text will be a very challenging
task in the future. Hence, in this research initiative, we plan to
explore different methods to identify distinguishable features
and patterns of synthetically generated text data.

Al-generated text, or in general machine-generated text, de-
tection problem has become a very popular topic started from
the Turing test and then used in chatbot evaluation [20]. In
this paper, we focused on automated detection methods rather
than human detection or hybrid methods. As summarized
by Crothers, Japkowicz, and Viktor, automatic Al-generated
text detection methods can be categorized into two general
approaches: a) Feature-based and b) Neural Language models
[14]. On the other hand, other research focused on the detec-
tion of specific domains such as academic settings [21]-[25],
scientific [26]-[31], fake news/fake reviews/misinformation
[32]-[36], etc.

In this work, we proposed two approaches to automatically
detect Al-generated text: a) featured based with machine
learning models and b) text similarity based methods. While
our first approach follows the popular method in this domain,
we improved the feature selection part and obtained higher
detection results compared to existing methods. Later on,
we verified our result with feature importance analysis and
explainable models. In our second approach, given any text
to be determined as Al-generated text, throughout the topic
modeling and keyword extraction, we reverse the related
questions and use Al models to generate the sample text. Based
on the similarity analysis of the original text and the sample
text, we can determine accurately whether it is Al-generated
text or not. Our second approach works in general and in any
specific domain without the requirement of ground truth data
collection.

In summary, our contributions are listed below:

- A comprehensive study on handcrafted feature design
and selection process with machine learning models can
achieve an Al-generated text detection successrate of up
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to 0.9993.

- Anovel machine text detection method based on reverse
engineering and text similarity analysis.

- Ananalysis of featureimportance and explanation models
to discuss our results on Al-generated detection.

Il. RELATED WORKS

In this section, we summarized related research on Al-
generated text detection methods.

A. Feature-Based Approach

In this approach, different NLP techniques are used to
extract useful features from the text. The motivation for this
approach is from the observations that NLG models create
different artifacts in generated text [14]. Some most important
features that have been proposed are frequencies, linguistics,
fluency, and fact verification [14], [37], [38]. These features
are then trained with machine learning models, such as SVM,
RF, or neural networks, to build classification models [39]-
[43].

B. Neural Language Model Approaches

For this approach, neural language models (NMLS) are built
to detect generated text from state-of-the-art NLG models.
Many NLG models, such as GPT or Grover, can be used
to detect their own outputs. However, the performance is
generally lower than a simple TF-IDF baseline model if no
fine-tuning is performed. Therefore, fine-tuning pre-trained
large language models is preferred in order to differentiate the
human-written vs. NLG model output samples [14], [44], [45].
The disadvantages of this approach are a) the requirement for
large datasets and b) heavy computation power and resources
for training. This approach has been applied in detecting
machine-generated text in a specific domain rather than in a
general context.

C. Al-Generated Text Detection on Specific Domains

Currently, there is no perfect Al-generated text detection in
general (all possible domains). Much research focused on such
detection tasks in specific domains, such as academic settings,
scientific, fake news/reviews, or misinformation, as the scope
can be narrowed down.

Academic settings: [21] collected submissions from com-
puter science students and generated related ChatGPT re-
sponses. They evaluated 8 LLM text detectors on the above
data. Their research has provided insights into the detectors’
performance for the educator to maintain academic integrity.
[22] conducted similar research but covered 12 publicly avail-
able Al-generated text tools and two commercial software
(TurnitinandPlagiarismCheck). Similarly, other research, such
as [23]-[25] contributed additional useful insights into the
importance of Al-generated textdetectors in academic settings.
Scientific: [26] studied the gap between the scientific con-
tent written by humansvs. generated by Al tools. The authors
confirmed a ’writing style” gap between them. [29] discussed
the challenges of enforcing the policy on Al-generated pa-
pers/journals. [27] recently proposed a text representation

method with machine learning models to detect fake scientific
abstracts generated by a GPT-3 based model. Similarly, [28]
studies the performance of using plagiarism detectors and
blinded human reviewers on differencing original abstracts vs.
fake abstracts generated by ChatGPT.

Fake news/reviews or misinformation: [32]-[34] studied
the impacts of using Al-generated texts that can cause misin-
formation issues in the media. [36] conducted another study on
the linguistic features and patterns of Al-generated COVID-
19 misinformation. On the other hand, [35] proposed an Al
model to detect Al-generated fake restaurant reviews on social
media. These studies have raised the alarm about the severity
of abused Al tools in media communications and information
diffusion.

I1l. PROPOSED METHODOLOGY

In this section, we discuss the proposed research method-
ology 1. The methodology comprises two main sections: data
collection and experiments. We provide a description of each
section here.

A. Data Collection

To carry out our research, we require both synthetic and
manually written text data for comparison purposes. As per
our knowledge, there is no pre-existing database that provides
this type of dataset. Therefore, our first step is to construct
the dataset. In the second phase of our work, we will use
NLP-based feature extraction to compare the features of the
synthetic and human-generated data, train our model, and
provide explanations.

We have generated two sets of data. The first one includes
Wikipedia data and its corresponding artificially created data.
The second one consists of news articles regarding the 2024
US electionand their corresponding artificially created data.

1) Dataset Based on Wikipedia: We collected Wikipedia
data using the method outlined in [46]. However, instead of
only generating page summaries with ChatGPT, we expanded
on this idea and created all sections of a Wikipedia page, which
we labeled as synthetically generated data.

The process for generating synthetic text for a Wikipedia
page about dogs is shown in Figure 2. The page contains
different sections, including Taxonomy, Evolution, Biology,
and more. The text from these sections is extracted and
labeled as human-written text (HWT). To generate text related
to Taxonomy, we prompted ChatGPT with “Describe Dog
Taxonomy.” The text generated by ChatGPT is labeled as
synthetically generated text (SGT). The same process was used
for all other sections of the Wikipedia page to generate both
HWT and SGT.

2) Dataset Based on News Articles: We gathered a dataset
on the upcoming US Election in 2024 by collecting news
articles and generating synthetic data 3. Initially, over 500
URLs of news articles related to the election were collected.
Next, text data is extracted from each article and identified
important keywords. Using these keywords, ChatGPT gener-
ated five questions for each article and prompted ChatGPT to

PAGE NO: 25



Journal of Engineering and Technology Management 77 (2025)

B e T sttt R
|
Wikipedia based Featu.re Classify HWT )
dataset selection and SGT Explanation
(HWT and SGT) process
Data collection
HWT and SGT
US Election Feature Similarity
News based selection between HWT Explanation
dataset rocess and SGT a
(HWT and SGT) P
| i
e R

Data collection

Experiments

Fig. 1: Proposed Methodology

Collect text from
each section of
the Wikipedia
page labelled as

HWT

I

Taxonomy
Evolution
Biology

Sections
>

Ealiadi ol o

Prompt:
Describe {page}
{section}.

Eg: Describe dog
taxonomy

Synthetically
— Generated Text
using ChatGPT
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answer those questions. As a result, we have generated five
synthetic texts to correspond with each news article.

B. Feature Engineering

When working with datasets for NLP tasks, it is crucial
to carry out feature engineering. This involves using similar
techniques for both datasets to gain a better understanding
of their patterns and characteristics. These features will be
useful in classifying the datasets later in this research. We
have hand-crafted basic NLP-related features, TD-IDF [47]
related features, N-gram features [48], topic modeling features,
readability score, named entity recognition (NER) [49] count,
and text error length features. To find an optimal set of
features, principal component analysis (PCA) [50] is used.

C. Classification

In order to differentiate between HWT and SGT, we utilized
a dataset sourced from Wikipedia. We employed three different
classifiers - Random Forest (RF) [51], Support Vector Machine
(SVM) [52], and XGBoost (XGB) [53] - to perform the

classification. Our models were trained, fine-tuned, and tested
using this dataset. We used Precision, Recall, and F1 scores
as metrics to evaluate and compare the performance of each
model.

D. Similarity Calculation

In order to assess the correlation between the HWT and
SGT datasets pertaining to the 2024 US presidential election,
the cosine similarity metric [54] has been employed to gauge
their degree of similarity or dissimilarity. An overview of the
similarity measure is offered for all the documents in the
dataset.

E. Explanations

The classification results come with a detailed explanation,
which helps to identify the essential hand-crafted features. Af-
ter evaluating the classifier models’ performance, we compared
and identified these features as common important ones for
both model training and individual prediction.

I1V.RESULT AND DISCUSSION

In this section, data preprocessing and feature engineering
will be described first. Then, the experiment setup, hyper-
parameter tuning, and performance metrics are explained.
Finally, the experiment results and discussion are presented.

A. Dataset Preprocessing and Feature Engineering

1) Data collection: As explained in section IlI-A, we col-
lected two different kinds of raw datasets: - Wikipedia based
dataset: For each section in the original Wikipedia articles,
we have the human-written text as the ground truth (extracted
from the original article) and the corresponding ChatGPT-
generated text. - US election 2024 related news article dataset:
For each article related to the US election 2024 event, we
have the human-written text (extracted from the article) and a
maximum of 10 related ChatGPT generated text (in the form
of question answering based on the extracted keywords from
the article).
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In order to conduct the experiments, we need to preprocess TABLE I: Handcrafted feature descriptions and dimension size

the above two datasets and extract useful features from them, Feature Group Descriptions Feature

which will be described in the following two subsections. . . SR Count
2) Data preprocessing: For each text data in the above _ i ctuntion sount. it word count.

two datasets (Either human-written or ChatGPT-generated Basic NLP upper-case count, noun count, adv count, 1

ones), we conducted standard NLP preprocessing steps \éerb count, adj count, pro count —

. . ount vect
and _|mplement_ed using NLTK [55], AutoCorrect [56], and | . Frequencies | Bigram words £500
BeatifulSoup libraries [57]. and Ngram Trigram words 5000
BiTrigram chars 5000

3) Feature Engineering: In order to perform NLP tasks [ _Topic modeling Ne%fat')'_-l!?A [58] R 20
. . . . . reaaanllity score, count,

with datasets, it’s important to conduct feature engineering. | Others text error%ength 10

This means using comparable methods for both datasets to
gain a better understanding of their patterns and traits. These
features will be helpful in later classifying the datasets during

. Wikipedia Dataset | US Election Dataset
the research. We have manually created basic NLP-related AWT (0) 3974 829
features, TD-IDF-related features, N-gram features, topic mod- SGT () 4557 664
eling features, readability scores, named entity recognition Total 8530 1493

(NER) counts, and text error length features. To determine
the best set of features, we use principal component analysis
(PCA) [50].

Basic NLP features:

- Word_count: The number of words in the given text

- Word_density: The average length of words in the given
text. We calculate by taking the #characters / #words.

- Punctuation_count: The number of punctuations in the
given text.

- Title_word_count: The number of title words (every first
letter of the string is an upper case character) in the given
text.

- Upper_case_word_count: The number of words starting
with an upper case character.

- Noun_count: The number of noun lexicons.

- Verb_count: The number of verb lexicons.

- Adj_count: The number of adjective lexicons.

- Adv_count: The number of adverb lexicons.

- Pron_count: The number of pronoun lexicons.

Term Frequencies and Ngram features:

- Count_vect: Theoccurrences of words in the vocabulary.

- Bigram_words: The TFIDF features analyzed with the
bigram model at the word level limiting to a maximum
of 5000 features.

- Trigram_words: The TFIDF features analyzed with the
trigram model at the word level limiting to a maximum
of 5000 features.

- BiTrigram_chars: The TFIDF features analyzed with the
bigram and trigram model at the character level limiting
to a maximum of 5000 features.

TABLE II: Dataset size

Topic Modeling features: For each text data in the dataset,
we analyzed the topic modeling features using the Neural LDA
model [58] with the number of topics = 20.

Other features: Besides the above features, we analyzed
the following additional important text features:

- readbility_score: 8 readability score of each text data
(Flesch-Kincaid score [59], Flesch score [60], Gunning
fog score [61], Coleman liau score [62], Dale Chall score
[63], Ari score [64], Linsear write score [65], and Spache
score [66]).

- Named Entity Recognition (NER) count: Analyzing
and counting the number of NER tokens in the given
text.

- text_error_length: The number of grammar errors in the
text.

We collected a total of 50,783 features for each text data in
our raw dataset. Most of the features are in the group of Term
Frequencies and Ngram. Table I displayed the detailed list of
feature descriptions and sizes of each component.

Table Il displayed the size of our two datasets after pre-
processing and feature extraction. We try to balance datasets
with approximately equal numbers of data rows of both classes
(human-written and ChatGPT generated texts).

B. Experimental Setup

In this paper, we conducted three different kinds of exper-
iments to demonstrate our proposed methodology in section
I1l. In the first experiment, traditional machine learning al-
gorithms were used to train classification models to identify
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TABLE 11l Hyperparameter settings and optimal values for
the classification models

ML models | Hyperparameter search range Optimal
n estimators = {500, 1000, 1500, 2000/ 500
criterion = {gini, entropy} gini

RF min samples split = {2,4,6,8,10} 10
min samples leaf = {2,4,6,8,10} 10
max features = {auto, sqrt, log2} sqrt
C=1{1234} 4
kernel = {linear, poly, rbf} rbf

SWM degree = {35,7} 7
gamma = {scale, auto} scale
n estimators = {500, 1000, 1500, 2000} 1000

XGBOOSL | 1o 1hing rate = 0.005, 0.01, 0.15} 0.01

either human-written or ChatGPT generated text based on the
collected handcrafted features. In this case, RF, SVM, and
XGBoost were used to train our models. In the second experi-
ment, we calculated the cosine similarity between the extracted
features of human-written text vs. ChatGPT generated text and
analyzed the results. Because a lot of term frequencies and n-
gram features are sparse, we calculated the cosine similarity
using three approaches: a) without term frequencies and n-
gram features (WoTFNG), b) all features (AIIFT), ¢) extracted
PCA features from all features (PCA-FT). Finally, in our last
experiment, we conducted the feature importance analysis to
explain our models.

C. Hyperparameter Tuning and Performance Metrics

In the first experiment, we used pandas for loading the
extracted features and the scikit-learn [67] library to train
the models and evaluate the performance. Grid searches were
conducted to find the optimal parameters for the three machine
learning models: RF, SVM, and XGBoost. The search ranges
for the important hyperparameters are listed in Table III.
For the RF model, the following other hyperparameters were
used: min_weight fraction_ leaf=0.0, min_impurity_decrease
= 0.0, ccp-alpha = 0.0, and max _samples = None. For the
SVM model, we used the following fixed hyperparameters:
coef0 = 0.0, tol = 0.001, cache size = 200, max _iter = -1,
decision_function_shape = *ovr’. In the second experiment,
we used only one parameter for the PCA: n components =
1024, which is the number of components that can be reduced
from our feature set but can keep the maximum information.
To measure the performance of our classification models,
we compared the following four important metrics: accuracy,
precision, recall, and F1 score.

D. Results and Discussions

1) Classification Results: Table IV displayed the overall
performance of the machine learning models in our first
experiment. While SVM could not perform well because
of the complexity of the problem, both RF and XGBoost
performed extremely well with an Fl-score of 0.9993. This
result showed that our proposed model with the suggested
handcrafted features can help identify either human-written or
ChatGPT-generated text. This supports our assumptions that
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there are differences in writing styles, the vocabulary used,

text lengths, errors, and others when comparing them.

TABLE IV: Classifier Results for Wikipedia Dataset

Accuracy | Precision | Recall | Fl-score
RF 0.9993 0.9992 0.9993 | 0.9993
SVM 0.7421 0.7422 0.7389 | 0.765
XGBoost | 0.9993 0.9993 0.9993 | 0.9993

2) Document Similarity: We utilized the Cosine similarity
score to measure the similarity between HWT and SGT. The
Cosine similarity score ranges from -1 to 1, where a score of 1
indicates that two documents are identical. If the score is less
than 1, it means that the documents are not identical. As the
score approaches -1, the degree of dissimilarity between the
compared documents increases. In this research, we used the
cosine similarity score to find the document similarity between
HWT and SGT for the US Election related news articles based
dataset. As mentioned in the Il section, feature extraction
is a prerequisite to calculating cosine similarity. Hence, we
have calculated all features (as mentioned in Table I) before
calculating the cosine similarity. Out of 50,783 features, most
of them (35,742) belong to term frequencies, and they are
sparse matrices. To observe the effect of the term frequencies,
we have calculated two cosine similarities i) without term
frequencies (15,041), and ii) with all features (50,783). In the
first scenario, we are missing some information, and in the
second scenario, we are using some features which are not
needed. To solve both problems, we used PCA to identify the
most useful features. Therefore, we used this new subset of
features to find the cosine similarity score.

Table V shows the cosine similarity scores using different
feature sets. For all three cases, 3643 HWT and corresponding
SGT are used. The entire cosine similarity range is divided into
four bins (-1 to -0.6, -0.6 t0 -0.2, -0.2 t0 0.6, and 0.6 to 1), and
a count of documents for each bin has been provided. Using
the third feature subset, almost all document comparisons
generate cosine scores between -0.6 to -0.2, which suggests
these comparing documents are dissimilar. Using the firstand

TABLE V: Cosine Similarity of US Election Dataset

Features without TF-IFD

Cosine score | Document count | Document %
-1 to -0.6 2 0.05%
-0.6 to -0.2 2787 76.50%
-0.2 t0 0.6 817 22.43%
06to1l 37 1.02%

All Features

Cosine score | Document count | Document %
-Tt0-06 0 0.00%
-0.6 to -0.2 3537 97.09%
-0.2t0 0.6 106 2.91%
06to1l 0 0.00%

Features with PCA

Cosine score | Document count [ Document %
-1 to -0.6 0 0.00%
-0.6 to -0.2 3642 99.97%
-0.2 t0 0.6 1 0.03%
06to1l 0 0.00%
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Fig. 4: Feature Importance Classifiers

second subsets of features, the cosine similarity scores suggest
the comparing documents are similar. Hence the first two
subsets of features are not performing well compared to the
third set of features. The result also suggests that most of
the documents have cosine similarity between -0.6 to -0.2, so
setting -0.2 as the cosine similarity threshold value, we can
classify the HWT and SGT with very high accuracy.

3) Feature Importance Analysis: For classification, the RF
and XGB models performed similarly. To understand the
behavior of the training features, we have calculated the
feature importance of both models using scikit-learn library
[68]. Figure 4 shows the relative training feature importance
graph. We can see that for the RF classifier, Coleman liau
score, word_density, text_error_length, title_word_count, and
punctuation_count are the top five important training features;
similarly, word_density, title_word_count, word_count, Cole-
man liau score, text_error_length are the top five important
features for XGB classifier. Out of the top five features, four
features are common for both models. This gives a fair idea
about the set of important features that can be used as the
distinguishing characteristics between HWT and SGT.

The Scikit-learn library has been used to calculate the im-
portance of features in the entire training dataset. Additionally,
the SHAP library [69] was utilized to explain the features
for individual predictions. In figures 5a and 5b, the SHAP
library has been used to display the individual predictions

fix)
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text_error_length
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punctuation_count
char_count +0.0
coleman liau score ' +0.03
word_count ' +0.03
upper_case_word_count ' +0.03
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E[AX)]

(a) SHAP Explanation using Random Forest classifier
fix)
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word_count
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flesch score
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punctuation_count ' +0.23
char_count . +0.16
text_error_length ' +0.12
upper_case_word_count ' +012
9 ather features [} 022
1 2 3 4 5

ELALX)]

(b) SHAP Explanation using XGB classifier

Fig. 5: Feature explanation using SHAP for single text data
point

of the RF and XGB models in waterfall plots. These plots
offer explanations for every prediction, utilizing the 10 most
important features. Each row in the plot shows the positive
(red) or negative (blue) contribution of each feature, moving
from the expected model output over the background dataset to
the prediction for that sample. The expected value of the model
output is found at the bottom of the plot. SHAP explanations
are given regarding the models’ margin output before the
logistic link function. The x-axis units are log-odds units,
meaning that negative valuesimply a probability of less than
0.5 that the document is synthetically generated. The gray text
before the feature names displays the value of each feature for
that specific sample.

In Figure 5, the SHAP waterflow plot is displayed for both
the RF and XGB models using the same text data. For the RF
model shown in 5a, four of the top five SHAP features are also
in the top five scikit-learn feature sets. It is worth noting that
all four features have a positive impact on the decision-making
process of the classifier. Similarly, for the XGB model, three
out of the top five SHAP features are present in the top five
scikit-learn feature sets, and all three features contribute to
the decision-making process of the classifier. These findings
suggest that handcrafted features are effectively contributing
to the classification of the data points.
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V. CONCLUSION

In this paper, we proposed two approaches to detect Al-
generated text: a) machine learning based and b) text similarity
based methods. In order to test our proposed methodologies,
we collected two different kinds of datasets: Wikipedia-based
articles and US Election 2024 News articles. After that, we
proposed four different groups of handcrafted features to
be extracted from the raw text: Basic NLP features, Term
Frequencies and Ngram features, Topic Modeling Features,
and Other features (readability score, grammar error, and NER
count). Then, we performed three experiments to demonstrate
the effectiveness of our proposed methods.

In the first experiment, after extracting the handcrafted
features, we trained three machine learning models using RF,
SVM, and XGBoost on the classification of human-written
or ChatGPT-generated text. Both RF and XGBoost models
perform well, with an F1 score of 0.9993. This approach
proves to be effective in any domain with high accuracy in
detection. To use this approach, we need to collect the ground
truth texts (human-written) and ask Al tools such as ChatGPT
to generate the artificial text based on the forming related ques-
tions from the ground truth texts. Qur designed handcrafted
features can help develop effective machine-learning models
for the detection of Al-generated texts.

The second experiment was designed to demonstrate our
second approach to detecting Al-generated text. This approach
does not require collecting ground truth texts. Given any
text that we want to know, either human-written or Al-
generated, based on topic modeling and keyword extraction,
we formed related questions and asked Al tools to generate
texts (ChatGPT in this project). Then, we applied a similar
feature extraction in experiment 1. Finally, text similarity
based on cosine will tell us the result. The results of our
second experiment show that there is a clear classification
boundary between human-written text and Al-generated text.
This approach has proved effective and works in general
situations, as no ground truth data needs to be collected.

To understand the roles and effectiveness of our designed
handcrafted features, we conducted a feature importance
analysis and built explainable models based on the SHAP
library in our third experiment. According to our results,
the Coleman liau score, word_density, text_error_length, ti-
tle_word_count, word_count, and punctuation_count are the
top important training features to help differentiate human-
written or ChatGPT-generated texts.
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