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Abstract:

The quick dissemination of fake news in the age of digital communication poses serious
obstacles to public discourse and well-informed decision-making. In order to enable users to
evaluate the dependability of news stories, this study presents a comprehensive web application
that uses machine learning models and fact-checking tools to detect and validate news
authenticity. In order to differentiate between real and fake news, our method combines
techniques such as Support Vector Machines (SVM) and Passive-Aggressive Classifiers (PAC),
which have been trained on structured datasets. The application enables users to critically
evaluate the model's predictions by offering fact-checked articles, sentiment analysis, and
emotional insights to help with user comprehension.

When articles were marked as truthful, user assessments of the application showed a high level
of trust in the algorithm's classifications. Notably, the ability to cross-reference the model's
outputs with contextual information was made possible by features like sentiment analysis and
fact-checked sources, which significantly improved critical thinking. The significance of succinct
and unambiguous visual communication in information tools is highlighted by the fact that
components such as the "gist of the news article" failed to adequately capture user interest. The
goal of future work is to enhance the user experience by adding clickable links and API
connection for real-time news sourcing to an expanded UI.

This study highlights the possibilities of machine learning, user-critical thinking, and user-centric
design in reducing the impact of disinformation by creating an atmosphere for critical
examination. In an increasingly complicated news environment, our findings provide insights for
the creation of interactive solutions that improve user discernment with the goal of bolstering
digital literacy and encouraging more trustworthy information-sharing habits.

1. Introduction

In the digital age, the rapid spread of fake news poses significant challenges to societal
discourse and informed decision-making [1][2]. Research indicates that misleading news travels
more swiftly than reliable information, often facilitated by bots and human users alike [3][4],
combating fake news has emerged as a critical priority for researchers, policymakers, and
technology developers.[5][6] Various techniques have been developed to tackle this issue,
particularly through the application of deep learning and machine learning algorithms, which
have shown varying rates of success in identifying false narratives. [7]
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However of social interactions in accelerating the dissemination of misinformation is often
overlooked. Factors such as the novelty of the information and the emotional responses elicited
from audiences play significant roles in the propagation of fake news [8][3] . Existing models fs
identification serve as valuable tools in this ongoing battle, employing strategies such as
detecting poor grammar, identifying emotionally charged language, and flagging suspicious
accounts and websites [9][10]. Despite these advancements, typically required to engage deeply
with content—reading beyond headlines to discern its validity.

In this paper, we will explore leading fake news detection tools, including ClaimBusters,
CaptainFact, and FactCheck.org, which have gained popularity among users for their
effectiveness in identifying misinformation [11] . Our analysis aims to provide deeperndividuals
accept predictions made by these models and their willingness to share information based on
these findings. Additionally, we will investigate user reactions when presented with the
emotional context of news headlines alongside fact-checking information.[12][13.]

To further our research, we propose the development of two applications for fake news
detection: one that exclusively displays the output of a fake news detection model and another
that integrates this output with relevant articles as fact-checking resources, alongside an
emotional analysis of the news headlines. By examining user interactions with these
applications, we aim to uncover how the presentation of information influences perceptions of
credibility and fosters informed decision-making in the face of misinformation.

2.Literature review:

The proliferation of misinformation and fake news in the digital age has garnered significant
attention from researchers, policymakers, and tech developers alike.[14.][15] This literature
review explores key studies and theoretical frameworks surrounding fake news detection,
machine learning applications, user engagement in information evaluation, and the
psychological dimensions of news consumption.

The term "fake news" refers to misinformation presented as legitimate news, which can have
far-reaching consequences on public opinion, political discourse, and societal trust.[16][17.]
Studies have highlighted the speed and scale at which misinformation spreads through social
media platforms, emphasizing the need for robust detection mechanisms[18]. Research has
shown that exposure to fake news can distort perceptions of reality and influence voter behavior
[17.][19.]. This underscores the importance of developing tools that can assist users in
discerning credible information from falsehoods.

Various machine learning techniques have been employed to tackle the challenge of fake news
detection [20.][21.]. Several studies, including those by Zhang et al. (2018) and Karadzhov et al.
(2017), have demonstrated the efficacy of supervised learning algorithms, such as Support
Vector Machines (SVM), Random Forests, and neural networks, in classifying news articles as
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real or fake. These models often leverage natural language processing (NLP) techniques to
analyze linguistic features, such as word choice, sentiment, and structure[22][23.] . This paper
builds upon these findings by implementing a passive-aggressive classifier for efficient and
effective fake news detection, aiming to enhance user decision-making through advanced
prediction models [24].

User behavior in responding to news articles has been extensively studied, revealing varying
degrees of trust in algorithmic predictions.[25][26.] Research suggests that users often exhibit
confirmation bias, favoring information that aligns with their pre-existing beliefs.[27.] Conversely,
studies indicate that when users are presented with supplementary information, such as
fact-checking materials or emotional analysis, they are more likely to engage in critical thinking
[28.][29.]. This research emphasizes the importance of providing users with tools that encourage
deeper analysis, which is a central feature of the web application discussed in this paper.

The psychology of news consumption plays a crucial role in how individuals interpret and share
information. Studies indicate that emotionally charged content is more likely to be shared,
regardless of its veracity [30][31.]. The emotional resonance of news articles significantly
influences user trust and sharing behavior, underscoring the necessity of incorporating
sentiment analysis in fake news detection applications. This paper integrates emotional analysis
into the web application to provide users with additional context, promoting a more nuanced
understanding of the news they consume.

User interface design significantly impacts how effectively users interact with information
tools.[32.][33] Research highlights that clarity, visual appeal, and interactivity enhance user
engagement and satisfaction.[34.][35.]

In summary, the literature indicates a pressing need for effective tools to combat fake news,
especially those that integrate machine learning with user-friendly design and factors
encouraging critical thinking support.[36.][37.] By leveraging the insights from prior research, this
paper contributes to the field of fake news detection by implementing a web application that not
only identifies misinformation but also empowers users through supplementary resources and
emotional insights. Future developments will focus on enhancing usability and ensuring that
users can navigate the complexities of information in an informed manner.

Research Focus:

To gain deeper insights into how important and effective context is to battle disinformation, we
will conduct experiment to answer these research question.

1. How readily do users believe and share the news based on the predictions made
by a fake news detection model? This question aims to explore the level of confidence
users place in automated predictions.

2. To what extent does cross-referencing with context-relevant news articles aid in
the detection of false positives and false negatives? By examining the impact of
supplementary information on user decision-making, we aim to identify effective
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strategies for improving the accuracy of user assessments when faced with potentially
misleading content or false predictions by the model.

Through these inquiries, we seek to enhance our understanding of user interactions with fake
news detection models and identify best practices for leveraging human judgment alongside
automated tools in the fight against misinformation.

3.Design and Implementation

3.1 Design

To gain insights into our research questions, we will conduct a study in which participants
engage with a fake news detection system utilizing a robust model. Users will be equipped with
tools to understand the emotional cues exploited in news headlines and access resources for
fact-checking. This dual approach aims to enhance their ability to identify false positives and
false negatives effectively.

The study will take place in an environment where users feel comfortable and familiar. To
facilitate this, we will develop the system as a web application, ensuring that the interface is
intuitive and accessible. By leveraging a web-based platform, we aim to foster user engagement
and promote a smoother interaction with the fake news detection process.

3.2 Requirements

This section focuses on the design and implementation of the web application. We will also
utilize a MoSCoW prioritization framework to categorize these requirements based on their
importance and implementation complexity. As previously mentioned, we will develop two web
applications for fake news detection, and the requirements for each will be outlined separately
down below.

3.2.1 Functional Requirements for the Fake News Detection Only Web Application
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Figure A: System Diagram of News Prediction Only Web Application.

This version of the application will primarily focus on providing users with predictions from the
fake news detection model. The functional requirements are as follows:

e User Interface:
The web application shall include a user-friendly interface that allows users to input
desired news headlines for authenticity checks.

e Fake News Detection Model:
The application will integrate a pre-trained fake news detection model that efficiently
analyzes the user-provided text input to determine its authenticity.

e Prediction Display:
The web application shall present the model’'s prediction outcomes clearly and concisely
to the user.
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3.2.2 Functional Requirements for the Fake News Detection and

Fact-Checking Web Application
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This version of the application aims to enhance user experience by not only providing results
from the fake news detection model but also offering additional information that empowers users
to analyze news critically and make informed judgments. The functional requirements are
outlined as follows:

e User Interface:
The web application shall feature a user-friendly interface that enables users to input
desired news headlines for authenticity checks. This interface should be intuitive,
facilitating easy navigation and interaction.

e Fake News Detection Model:
The application shall implement a robust fake news detection process by leveraging a
pre-trained machine learning model. The input text will be processed systematically,
allowing the system to determine the authenticity of the news headline efficiently.

e User Interface - Output Page:
The application shall present the output of the prediction model clearly to the user. This
output will include not only the detection results (i.e., whether the news is classified as
“Fake” or “True”) but also provide users with a comprehensive overview of fact-checking
materials and emotional analysis related to the news headline.

e Fact-Checking Material:
The web application shall supply users with relevant news articles as fact-checking
material. This feature will help users verify the information presented in the news
headline and facilitate critical evaluation by offering multiple perspectives on the topic.

3.3 Implementation

This section discusses the implementation of the various features of both web applications for
fake news detection and fact-checking.

3.3.1 Coding Languages

To build the fake news detection model and incorporate it into a web application, this project
predominantly utilizes Python for coding. The machine learning model and website are
developed using Python and HTML. Python's extensive ecosystem of libraries and frameworks
is well-suited for constructing machine learning and Natural Language Processing (NLP)
models.[38.] Libraries such as TensorFlow, PyTorch, Scikit-learn, and NLTK provide essential
tools for implementing various machine learning algorithms and NLP techniques [39.][40.]

3.3.2 User Interface for ‘Fake News Detection Only’

The user interface for this application is implemented using HTML and Python[41]. An
index.html file has been created to design the input interface, featuring a central text box
where users can enter a news headline for authenticity checks.[42.] A submit button beneath the
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text box triggers the prediction model for analysis. To parse HTML responses from web pages,
the BeautifulSoup [43] library is utilized, enabling effective handling of web data..

3.3.3 User Interface for ‘Fake News Detection and Fact-Checking’

The implementation process for this application mirrors that described in Section 3.3.2, ensuring
consistency in user experience and functionality.[44.]

3.3.4 Fake News Detection Model

The fake news detection model utilized in both applications is fundamentally similar. The
model-building process involves several key steps: data collection, preprocessing, cleaning,
model training, output comparison, and final model selection based on specific requirements.

1.

Data Collection:
For this research, two datasets—Ilabeled ‘Fake’ and ‘True’—are sourced from Kaggle
[45]. These datasets provide well-structured data that is manageable for analysis.

Data Handling:

The Pandas [46.] library is employed to handle the dataset. After creating and verifying
the structure of the dataset, data points are labeled as 1 for true and 0 for false. A subset
consisting of the first 7,000 entries from each dataset is concatenated into a single
dataset.

Data Preprocessing:

The preprocessing of data is facilitated using the NLTK [47.] (Natural Language Toolkit)
library. Using the ‘stopwords’ function, unwanted words and special characters are
eliminated, and all text is converted to lowercase. These words are then transformed into
tokens using the TfidfVectorizer[48.] from the Scikit-learn library.[49.]

Model Training:

The model uses machine learning classification techniques, feature extraction, and text
preparation to differentiate between "true" and "fake" news stories. The entries with the
labels "True" and "Fake," where each article's label is set to 1 (true) or O (fake), are
loaded at the start of the classification procedure. The content column is then vectorised
using TF-IDF (Term Frequency-Inverse Document Frequency), which reduces
dimensionality to the 5,000 most informative characteristics while converting the textual
data into numerical vectors.To guarantee that model performance is assessed on
unknown data, the dataset is divided into training and testing sets . Various algorithms,
including the Passive-Aggressive Classifier (PAC), Support Vector Machines (SVM), and
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Logistic Regression, are trained using this data. The PAC algorithm is chosen for its
memory and computational efficiency, making it suitable for handling large volumes of
text data.[50.] The SVM approach seeks to find the hyperplane that maximizes the
margin between classes, which is ideal for differentiating real from fake news[51.].
Logistic Regression is included as it is less prone to overfitting, especially with smaller
datasets, providing a robust baseline for text classification tasks.[52].

5. Model Evaluation:
The performance of each algorithm is evaluated using parameters such as accuracy,
precision, recall, F1 scores, and confusion matrices, offering deeper insights into model
performance..[53].

Based on evaluation results, the SVM classifier yields the highest accuracy of 99.93%.
However, to foster critical thinking in users regarding false positives and false negatives in the
Fake News Detection and Fact-Checkin application, the second-best performer, the
Passive-Aggressive Classifier, is utilized for the final prediction model. This approach
encourages users to compare the model's output with additional features, facilitating informed
decision-making.

Finally, the model is saved using a pickle file[Slaviero, M., Sour Pickles.] format for easy loading
and future use

4.Fact-Checking Feature

The fact-checking feature in the ‘Fake News Detection and Fact-Checking’ web application
plays a critical role in assisting users in cross-referencing the outputs of the detection model
with relevant news articles.[54.] This process empowers users to make sound and informed
decisions regarding the model’s predictions.

To facilitate this cross-referencing, we have implemented a code that retrieves pertinent news
articles from external news websites through a web crawling method.[55.]Based on a
user-inputted term, the application dynamically gathers pertinent news articles via web crawling.
When it receives a phrase, it adds the phrase in a search-friendly format to a query URL that is
directed to the Reuters website.

After successfully retrieving the content, the application conducts sentiment analysis using the
SentimentintensityAnalyzer from the nltk library [56]. This analysis generates a sentiment score
for each article, indicating whether the content conveys positive or negative sentiments.The full
text and title of each article are then downloaded and parsed by the application using the
newspaper3k library, allowing the material to be analyzed. The end product is a carefully chosen
collection of pertinent articles enhanced with metadata (text, title, sentiment, and emotions),
which readers may view as contextual references for the input keyword. By providing this
sentiment score alongside the fact-checked articles, users gain valuable insights that about the
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deliberate rise of emotions caused by the articles which aid in evaluating the reliability of the
information relative to the predictions made by the detection model.[56.].

5. Black-box Testing.

The testing performed here is manual testing. Every expected action is carried out to see if the
web apps fulfill the requirements as expected.

Testing for ‘Fake news detection only’ App:

Test case description Expected outcome Result
Must have
The flask code executes successfully with all the The code is executed successfully and when Pass.
necessary integrated files and provides a local clinked on the link user get directed to web
host link. browser.
The HTML code is well integrated in the website. The designed HTML web page is shown as the Pass.
home page.
Input the news headline in the textbox and press The inputted text is accepted by the system and Pass.
the submit button feed as input to the fake news detection model.
Should have
Press the submit button after adding text in text The prediction of fake news detection model Pass.
bo. should be shown.

Table no 2: Testing of ‘Fake news detection only’ App.
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Testing for ‘Fake news and fact-checking’ App:

Test case description Expected outcome Result
Must have

The flask code executes successfully with all the Code executes successfully and when the link is Pass.
necessary integrated files and provides a local clicked it directs to the browser.
host link.
The HTML files are well integrated. The designated web page is shown as the home Pass.

page.

Should have

Input the news headline in text box and press The inputted text is accepted by the system and Pass.
submit button is directed to the next page where output is

displayed.
The submit button is pressed after adding input Directed to the output page and prediction of Pass.
in the text box. the model, emotions cbeerved in the inputted

news headline, relevant news articles to support

and deny news articles, word clouds, etc. are

displayed

Table no 3: Testing for ‘ Fake news detection and fact- checking’ App.

6. Experiment design:

The user experiment consists of three distinct parts:

Part 1: Participants will input a pre-selected news headline into the ‘ Fake News Detection Only’
app. They will examine the model's prediction and indicate whether they trust this prediction and
if they would be willing to share the news. This process will be conducted for five different news
headlines.

Part 2: Participants will use the ‘Fake News Detection and Fact-Checking’ app to input the
same pre-selected news headlines. They will assess the model's prediction alongside additional
features, including emotion analysis, relevant news articles, and word clouds derived from these
articles. Participants will again indicate their trust in the model's prediction and their willingness
to share the news, using the same five headlines.
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Part 3: Participants will complete a feedback form, providing insights about their thoughts on the
experiment, the app features, and their overall impressions of the web applications. This
concludes the experiment.

6.1. Apparatus

The following apparatus were required for conducting the experiment:

A computer device (laptop)

Visual Studio Code (to run the code)

Web browser (to access the local host)
Internet connection (Wi-Fi)

Fake News Detection App

Fake News Detection and Fact-Checking App
Pen and paper (if required by participants)

6.2. Procedure

The experiment was conducted following these detailed steps:

1.

Upon entering the room, participants were seated and asked a series of questions
regarding their age, current occupation, field of study, and familiarity with the term "fake
news detection."

Participants were asked if they would like to participate in the study and whether they
consented to using collected data.

Once consent was obtained, participants received a briefing on the experiment's design.
They were advised to keep pen and paper handy for note-taking if needed.

Part 1 of the experiment began with the app Fake News Detection Only. The code files
for this app were run in Visual Studio Code on a laptop connected to a stable Wi-Fi
network. This generated a link to host the web app locally, which participants accessed
via Google Chrome.

Participants were given time to familiarize themselves with the web app. Once
comfortable, they were instructed to enter the first news statement into the text box and
press the submit button.

After pressing the submit button, participants received the model's prediction. Based on
this output, they were asked whether they trusted the prediction and what actions they
would take. Participants were encouraged to take notes on their choices if they could not
remember them.

This process was repeated for the remaining news headlines. Upon completing Part 1,
participants filled out a response sheet detailing their choices via a Google Form.
Participants were then provided with a brief description of the relationship between fake
news and emotions. The description provided was ‘ The emotions conveyed in news
headlines can sometimes influence the perceived validity

of the news. When a headline is written with a strong emotional tone, either positive such
as excitement, happiness, or negative such as fear, outrage, etc. it can grab the
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reader’sattention and evoke a strong reaction. This emotional impact might lead readers
to believe that the news is true, while in fact it can be false. Display of more neutral tone
is considered to be true. However, the presence of emotions in a headline doesn’t
necessarily determine the accuracy or truthfulness of the news story.’.

The code files for the app Fake News Detection and Fact-Checking were then
executed in Visual Studio Code, generating a new link for local hosting. Participants
accessed this new link on Google Chrome.

11. Participants navigated through the different pages of the web app using a sample entry.
After becoming familiar with the app, they were instructed to enter the same news
statement again and review the output. They had 60 seconds to explore the output page.

12. Following this exploration, participants were asked whether their decision and the
model's prediction align. If so whether they would share the news based on this
prediction and their personal judgment. This process continued for the remaining
headlines, with participants allowed to take notes as needed.

13. Upon completing Part 2, participants submitted their responses via another Google
Form.

14. After concluding the experiment, participants were asked to fill out a feedback form
designed to gather deeper insights into their user experience. The experiment concluded
with a thank you to participants for their time and contributions.

News Headline Nature of the News
Russia supports war on Ukraine. True
The Mangalyaan mission was successful on True
its first attempt.
GMO crops cause Cancer. False
Obama is running for president in 2016. False
Adam Schiff was convicted of treason. False
Table 1: News headlines and their nature
6.3. Results:

According to the model's predictions, the examination of response data from Part One of the
user experiment shows clear patterns in user trust and content-sharing behaviour. For the first
statement, which the model categorised as "true," all users (100%) received a prediction that
supported this categorisation. Following that, 70% of these users decided to share the
information, whereas 30% did not. A new trend was set with the second statement, when 65%

PAGE NO: 355



Journal of Engineering and Technology Management 74 (2024)

of participants chose not to share the content after being given a "false" prediction. A strong
tendency of non-sharing behavior when resulted “false” from the model of continued. This can
be see with statements three, four, and five classified as "false," with 65%, 85%, and 85% of
users, respectively, choosing not to share. Nevertheless, 20% of users on average chose to
share these statements in spite of the model's "false" predictions, suggesting that there may be
more influencing variables at play than just the model's output.

A similar pattern surfaced in Part Two. For the first assertion, which was categorised as "true,"
65% of participants shared it. In contrast, the model's predictions caused users to become more
sceptical about the claims that were categorized as "false" (i.e., the third, fourth, and fifth). As a
result, 70%, 75%, and 80% of users, respectively, decided not to share, yielding an average
non-sharing rate of 75% for all of these statements. Even though the model indicated that the
second statement was "false," 55% of users still decided to share, revealing that there are other
factors influencing user decision-making processes outside what the model predicts.

Findings from Part Three shed information on how users interact with the web apps in general.
An astounding 90% of customers said the system was simple to use, which added to the overall
positive experience. Trust in the model's predictions, however, differed; 45% felt comfortable
believing the outcomes, while 20% found it problematic. In terms of comprehending the
relationship between emotions and fake news, 45% of respondents thought the explanation was
understandable and beneficial, while 20% thought it was insufficient. Regarding feature
interaction, news articles Notably, every participant thought that news items were the most
helpful element.

7. Discussions:

The results of Part One show a strong correlation between user behaviour and the model's
predictions, indicating that model-generated classifiactions had a big impact on users' decisions
to share information. In particular, 70% of users shared "true" content, but 65% to 85% of users
did not share "false" classified news. This suggests a behavioural propensity to follow model
recommendations and shows a high level of confidence in the model's outputs. As a result, the
percentage of users who consistently relied on the model's predictions when assessing the
shareability of information can be estimated to be between 65% and 70%.

An average of 20% of users choose to post false-flagged content in spite of this widespread
trust, suggesting that some users were unconcerned with the model's predictions. This subset
might reflect a difference in user behaviour where personal preferences (such as a natural
scepticism towards automated forecasts or a hesitancy to discuss contentious issues) took
precedence over the model's recommendations. This behaviour implies that individual biases or
incentives moderate model trust, which should be taken into account when designing model
interaction frameworks.
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A subtle change in user behaviour was seen in Part Two as a result of the incorporation of
supplemental materials (such as emotion analysis and contextual news items), namely a 5%
decrease in sharing content that was projected to be "true." Even while this decline is slight, it
shows that users conducted more in-depth examination after being given more context,
suggesting that more critical assessment of the model's predictions was encouraged by the
added resources.

Furthermore, users' propensity to challenge the model's predictions regarding "false"
classifications seemed to be influenced by the addition of supplemental resources. The
non-sharing rates for false-labeled claims averaged 75%, indicating that users were usually
reluctant to share content that had been classifed as ‘false’ . On the other hand, 55% of users
shared the information in spite of a "false" prediction in the second statement, suggesting that a
"false negative" may have been identified. According to this response, users decided to override
the model's output when differences were detected between the classification of model and the
notion of relevant news articles, indicating that the supplemental materials enabled independent
verification. This pattern emphasizes how crucial it is to include contextual information in
model-integrated apps to promote autonomous decision-making and increase user autonomous
decision making

Different degrees of effectiveness in promoting understanding and critical interaction were found
when user participation with particular features were studied. Because users regularly referred
to emotion analysis and integrated news stories, these elements proved to be quite useful in
supporting the interpretation and contextualisation of the content. Users were able to make
better decisions about the reliability and shareability of the news pieces by navigating the
sentiment and emotional tone of the tales with the use of emotion displays in particular.

News Nature of Model % of % of users | % of users | % of users
Headline News Prediction users not sharing in not
sharing in | sharingin | part2of | sharingin
part 1 of part 1 of | experimen | part 2 of
experimen | experimen t experimen
t t t
Russia True True 70% 30% 65% 35%
supports
war on
Ukraine.
The True False 35% 65% 55% 45%
Mangalyaa
n mission
was
successful
on its first
attempt.
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GMO crops False False 20% 80% 30% 70%
cause
Cancer

Obama is False False 15% 85% 25% 75%
running for
president
in 2016

Adam False False 15% 85% 20% 25%
Schiff was
convicted
of treason

Table 2: User Trust and Content-Sharing Behavior of experiment

8.1. Outcomes:

Based on the user responses and evaluations, it is evident that participants demonstrated a
strong ability to identify false positives and false negatives effectively.[57.] Their capacity to
make informed decisions regarding the dissemination of news indicates a keen awareness of
the importance of verifying information before sharing it.[58]

Key features, such as relevant news articles categorized by emotional sentiment, proved
instrumental in aiding users' critical thinking.[3.] These articles allowed users to gain a more
nuanced understanding of the inputted news headline, facilitating well-founded conclusions.
Additionally, features that highlighted the emotions embedded in the news headlines greatly
enhanced users' critical assessments of the fake news detection model's outputs.

The "gist of the news article" feature, although potentially valuable, failed to engage users
adequately, as it did not command attention in the same way. This disparity highlights a crucial
insight: users are more likely to focus on information that is concise and easily digestible,
reinforcing the notion that effective communication should prioritize clarity and brevity.

8.2.Future work:

Future developments will focus on enhancing the user experience and interface of the web
application.[59] Based on user feedback, the graphical user interface (GUI) will be made more
interactive by incorporating vibrant colors, background images, and GIFs to ensure that
features, such as the "gist of the news article," effectively capture user attention.[60.]

PAGE NO: 358



Journal of Engineering and Technology Management 74 (2024)

Additionally, links to relevant news articles will be transformed from plain text into clickable
elements, encouraging users to explore further and engage more deeply with the content. [61.]
Furthermore, we will shift from web crawling to utilizing APIs from reliable news sources,
allowing us to access a curated set of structured information[62]. This change will enhance the
credibility and organization of the articles presented to users, fostering greater trust in the
information provided.

9. Conclusion:

In summary, this research paper presents a comprehensive exploration of a web application
designed for fake news detection and fact-checking, emphasizing its importance in today's
information-driven society.[7.] Through a methodical approach, we developed a machine
learning model capable of distinguishing between true and false news headlines, employing
various algorithms such as Support Vector Machines and passive-agressive classifiers.[63.] The
user experiments revealed that participants generally trusted the model's predictions, especially
when news was classified as true, illustrating a significant reliance on algorithmic outputs in
decision-making processes.

Furthermore, the inclusion of fact-checking materials, sentiment analysis, and emotional insights
facilitated users' critical thinking, allowing them to cross-reference and analyze the authenticity
of news articles effectively.[64.][65.] Feedback from users highlighted both the strengths and
weaknesses of the application, underscoring the importance of user interface design in ensuring
accessibility and engagement with the content. Although certain features,

Moving forward, the proposed enhancements to the application—including an interactive
graphical user interface, clickable links, and the use of reliable APls for news sourcing—aim to
address these shortcomings and elevate the user experience. By fostering an environment that
encourages critical evaluation of information, this research underscores the potential of
technology in combating the proliferation of misinformation.[66] Ultimately, our findings
contribute valuable insights into the development of tools that empower users to navigate the
complex landscape of news media with discernment and confidence.
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