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Abstract: Cloud services have transformed how businesses and individuals store, access, 

and manage data and applications, owing to their efficiency, reliability, and cost-

effectiveness. Both businesses and individuals widely adopt cloud services for these 

reasons. The proliferation of cloud services has necessitated the implementation of robust 

security measures to address user concerns. Secure cloud computing ensures that users 

can access data and services securely, necessitating new strategies compared to 

traditional models, with cryptographic technology playing a central role. Machine 

learning (ML)-based approaches have emerged as valuable tools to enhance cloud 

infrastructure security, particularly when combined with real-time data processing and 

threat intelligence. This article focuses on various security measures implemented in 

cloud data storage and security, highlighting ML techniques and optimization methods 

utilized in this domain. Furthermore, ML techniques and cryptographic algorithms are 

evaluated based on aspects such as accuracy, data security, computational efficiency, 

time consumption, and input aggregation for results. The integration of ML and 

virtualization has been shown to enhance techniques for cloud storage and access.  

Keywords: Cloud Computing, Cloud Computing Security, Machine Learning, 

Cryptography, Cloud service provider, Virtual machine, Particle swarm optimization. 
 

1. INTRODUCTION 

The cloud makes it possible for users to access data and programs directly, as opposed 

to building, managing, and maintaining them on their hard drives or computers [1]. 

However, the power of cloud computing is also making its way into business enterprises. 

Due to its scalability and adaptability to changing needs, many companies and 

organizations have turned to cloud computing for backup and recovery, server and client 

security, recovery plans, software development, research, and customer-facing services. 

The most popular type of cloud computing is software as a service (SaaS), which removes 

the need for clients to install software on their computers, saving corporate IT staff time 

and money [2]. Additionally, you can customize your computing experience by using 

infrastructure as a service (IaaS). The fundamental IT infrastructure is assumed, and the 

required building pieces can be added. This plan should be chosen by businesses that 

already own a software company but require resources to sustain expansion in the future 

[3]. Developers can now realize their ideas with the help of Platform as a Service (PaaS). 

Both specialized and development tools are widely available. PaaS providers handle back-

end concerns including infrastructure, security, and data integration. As a result, testing, 

adoption, and application development may be completed more quickly and affordably.  

Cybersecurity pertains to cloud security in an environment that uses clouds. Preserve 

the security and privacy of online resources, apps, and gadgets. There are roles for 

individuals, small and medium-sized enterprises, and huge companies [5]. Using 

technology, standards, and procedures is necessary to secure cloud computing 

environments, cloud apps, and cloud data. It's critical to understand what to offer and how 

to offer it while offering cloud services. Ensuring that only authorized individuals have 

access to data and records stored in the cloud is a critical component of cloud security. In 

the end, data saved in the cloud must be protected by the cloud storage provider. The 
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cloud is extremely sensitive to transferred data. Sending a request to a place or moving 

files from one storage to another is simple. As a result, cloud end-to-end encryption is a 

fantastic choice for safeguarding private information. End-to-end encryption ensures that 

no one can read messages sent or received without the encryption key. 

Using technology, standards, and procedures is necessary to secure cloud computing 

environments, cloud apps, and cloud data. It's critical to understand what to offer and how 

to offer it while offering cloud services. Ensuring that only authorized individuals have 

access to data and records stored in the cloud is a critical component of cloud security. In 

the end, data saved in the cloud must be protected by the cloud storage provider. The 

cloud is extremely sensitive to transferred data. Sending a request to a place or moving 

files from one storage to another is simple. As a result, cloud end-to-end encryption is a 

fantastic choice for safeguarding private information. End-to-end encryption ensures that 

no one can read messages sent or received without the encryption key [8]. 

The cloud is currently being used for communication, storage, and cloud computing. 

Nevertheless, if machine learning (ML) were included into the cloud, its capabilities 

would be substantially increased. An intelligent cloud can investigate, forecast, and 

analyze scenarios using all of the data stored in the cloud. Tasks will be finished much 

faster as a consequence of this [9]. Although machine learning is a relatively new 

technology, cloud computing and ML are both expanding fields. On the other side, cloud 

computing provides customers with the security and storage needed to access these ML-

created apps. The requirement for resources creates a direct connection between cloud 

computing and machine learning. An ML algorithm requires a large amount of processing 

power, storage capacity, and concurrently operating servers. Subsequently, cloud 

computing is a significant factor in the production of new servers. Computation is the 

primary use of cloud computing. Since not everyone has access to numerous powerful 

computers, sample data for machine learning takes a lot of processing power. ML 

occasionally discovers storage and scheduling methods in cloud computing [10]. 

The process of transferring data, apps, and other business components into a cloud 

computing environment is referred to as "cloud migration". Applications and data can be 

moved via one cloud platform to another, as well as from one standardized environment 

to another, as part of a cloud migration [11]. Cloud architectures might not always have 

been a good fit for the architecture or design process. Because of this, it's possible that 

they need to be changed before they can be moved to the cloud. 

This papers primary highlights are as follows:  

1. It emphasizes the steps or procedures that cloud security must take into account 

when storing data utilizing cryptographic algorithms, machine learning techniques, 

and optimization strategies. 

2. It offers a comprehensive review of the literature on the subject of safe cloud 

storage employing a range of methods, including machine learning, encryption, 

and optimization strategies developed by different researchers. 

3. It also identifies the key findings and specifications for the ML and cryptography 

techniques used for the effective cloud data storage through comparison study. 

The following sections make up the manuscript. The first section contains definitions 

for cloud computing, storage, and migration. In the second segment, the security and 

storage procedures incorporating machine learning techniques were further upon. Section 

3 has mentioned the work done by others in the topic of safe cloud storage. part 4 presents 

a comparative examination of different methodologies based on cryptographic approaches 

and machine learning methods. The part that follows contains the conclusion and 

recommendations for further work. 
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2. Methods and Approaches Related to Cloud Computing 

This portion of the article highlights the many steps and concerns that are taken in 

relation to cloud security. It discusses security issues in terms of cryptographic 

precautions and ML-based methods for implementing them. In addition, the optimum 

approaches and their corresponding needs have been emphasized. 

 

2.1. Safety Measures for Cloud 

Using cloud computing has several benefits, one of which is the capacity to store 

programs and data on the cloud. It is growing in popularity as a result, however 

since the data is managed outside of the owner's authority, there is a security risk. It 

is challenging for businesses to securely store sensitive data, such financial and 

medical records, because unreliable cloud providers put such information at danger. 

Different companies are developing different cryptographic methods to strike a 

balance between security and performance. Various encryption techniques can be 

employed to integrate cryptography with cloud computing. The most popular choice 

among users is to encrypt data before transferring it to the cloud [12]. Since the data 

is encrypted before it leaves the company and can only be unlocked by the 

designated recipient using their decryption key, it is regarded as more secure. 

Certain providers encrypt the data as soon as they get it. By default, encryption is 

used to secure data transport and storage. 

A cryptographic technique is used to encrypt data, rendering it unintelligible to 

everyone save the intended recipient. Data is encrypted or decrypted using this 

algorithm. Encryption techniques are a vital component of cloud security tools. Data 

must be transformed mathematically in order to encrypt it. An algorithm is 

employed to convert the encrypted text into legible text, and a key is required to 

decode it. Here are a few techniques that are emphasized as being used for cloud 

security. 

Data Encryption Standard: This symmetric key technique is used to encrypt digital 

data. All data streams are encoded and decoded using the same secret key. Permuting the 

64-bit plain text to give it a new shape is the first stage in this process. The Feistel cipher, 

which encrypts data using 16 Feistel rounds, is used by DES. Every round uses the 48 bit 

round keys for plain text. These round keys are generated from sixty-six cipher keys. 

These sixteen 48-bit keys are then utilized. As a consequence, it produces a 64-bit cipher 

text [13]. 

AES: The most popular symmetric encryption technique interprets 128 bits of raw text 

by transforming it to 16 bytes. Use of a four-row, four-column matrix is necessary for 

data operations like replacement and permutation. A key controls how many 

transformation rounds are used when encrypting data. 

RSA: Due to its asymmetric nature, it uses a range of key values and data block sizes. 

It can create public and private keys for encrypting and decrypting data with just two 

prime numbers. This method can help with authentication and communication security in 

open communication networks [13]. 

Blowfish algorithm: This method enables the encryption of 64-bit blocks with different 

key lengths and 16 rounds. It hasn't yet been the target of cryptanalysis and has a 

respectable encryption rate. It is free for the public to use because it is an open-source 

cipher block that is fast and secure. 

Homomorphic algorithm: This approach involves the client and the service provider 

encrypting the data. When data is transmitted between the user and the service provider, it 

eliminates data risks and hides the plain text as coming from the provider, enabling the 
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providers to work solely with encrypted text. This technique can be used to shield a 

challenging mathematical process from the service provider [15]. 

Before data is provided to authorize users on their local devices, it is secured by cloud 

encryption solutions while it is being sent to and from a cloud-based service or storage. 

On a cloud storage device, data can be encrypted before being saved. Each method makes 

use of key-based cryptography to keep others from accessing data kept in the cloud. 

 

2.2. Cloud based Secured Data Storage Practices 

Cloud storage makes it feasible for an organization to store data offsite instead of 

on-site. This approach stores data on a third-party server, which employees can 

access on-demand from any device at any time. Files that are uploaded to the cloud 

are more susceptible to emerging attack methods. Cloud storage security is a shared 

responsibility between service providers and customers. If only one party has 

sufficient security measures in place, then data breaches and other dangers are more 

likely to occur. The following strategy should be used when it comes to cloud 

storage security: either baseline frameworks should be implemented on the 

platforms of the providers. To safeguard cloud data, customers must improve their 

native frameworks with extra security measures. 

You may increase the security of your cloud storage by implementing some of the 

following techniques: 

Data Encryption: Cloud service providers mandate the encryption of cloud data. 

Jumbled data can only be found by rogue software or someone attempting to access a file. 

A decryption key is the only tool needed to decipher data. For a company, client-side 

encryption can increase the security of cloud storage. Both encryption and decryption 

happen on the device of the intended user. Since the vendor does not own any encryption 

keys, decryption is not feasible. Even if a hacker gains access to the provider's server, the 

decryption key remains secure. 

Two-Factor Authentication (2FA): It takes two pieces of information for a user to 

enable 2FA when they log in. 2FA requires the employee to provide an additional 

credential in addition to their login and password. 2FA adds an extra degree of security to 

stop hackers from accessing cloud storage using a stolen password [17]. 

Backups of data: The cloud provider must to regularly backup the data of its clients. 

The supplier should regularly build cloud data backups and distribute files among 

multiple data centers. In the event that one of the servers goes down, the client will not be 

impacted. A copy of all important cloud-based data should also be saved on a hard drive. 

Make sure these backups are updated on a regular basis and are unchangeable. 

Create a Cloud Storage Policy: You may ensure that employees understand the 

organization's cloud storage and management policy by creating a cloud storage strategy. 

When your company's needs and the cloud services your employees utilize change, this 

document should be updated as well. Standards for using cloud storage, such as when and 

how to utilize it, should be included in a policy along with any customizations that may be 

required [18]. 

Cloud Storage Monitoring: By using continuous change, access, and activity 

monitoring, cloud storage security threats can be identified and removed. The majority of 

cloud storage companies provide thorough cloud monitoring, which includes alerts for file 

deletion and data exchange, among other things. 

A policy-based control over who may access firm data in a cloud storage environment 

is necessary, as is a detailed awareness of how and where data is being moved to and from 

the cloud. Businesses should make sure that cloud storage security solutions offer 

accurate control over file movement based on web browser and operating system issues 

Journal of Engineering and Technology Management 72 (2024)

Page No: 1952



 
 

while assessing them. As a result, it adds security features to cloud-stored data and 

automatically encrypts critical data as it is transferred between devices. 

 

2.3. Cloud-Based Machine Learning Based Measures 

Businesses may remain productive by using machine learning (ML) to identify 

threats and vulnerabilities in cloud platforms and apps, such as suspicious login 

activity, geographic abnormalities, and IP identities. Using standard cloud security 

solutions to protect data in cloud storages requires a lot of hard-coded limitations, 

continuous monitoring, and user intervention. This tactic is no longer as successful 

because of the exponential growth of data stored in public clouds. Strong substitutes 

for conventional techniques include automated control, ML-based insight generation, 

and predictive analytics. A prime example of this machine learning innovation is 

Amazon Macie, an ML system that Amazon uses to protect data in their S3 storage. 

The system dynamically analyzes data access attempts and detects various 

irregularities including large-scale data downloads, unusual login attempts, or 

unexpected data movement. 

While machine learning models offer a range of methods for issue solving, they 

are not all created equal. Most cloud providers, including Google Cloud Platform 

(GCP), Amazon Web Services (AWS), and others, allow three fundamental types of 

predictions [19]. 

Binary predictions: Here, the emphasis is on Yes/No queries. It can help identify 

fraudulent orders and determine if a customer should be "upsold" a product based on 

recommendations from machine learning (ML) systems. 

Prediction for category: It suggests that one is capable of classifying and analyzing a 

set of facts using information that has already been acquired. When working with a 

variety of data kinds and needing to apply a category to make the data easier to 

comprehend and process, this is useful. 

Value predictions: Not only are they harder, but they also provide greater insight. 

quantitative forecasts made using information gleaned by applying learning algorithms to 

identify patterns in huge datasets. 

Large quantities of data are used to train machine learning algorithms. Whether the 

data is structured, unstructured, or raw, powerful CPUs and graphics processing units are 

needed to process it. Today, only the best combination of private, public, and hybrid 

cloud systems can deliver massive processing capacity (depending on security and 

regulatory issues). 

3. Related Work 

Numerous researchers have previously focused on cloud security and put forth a 

number of methods to safeguard data in the cloud through the use of ML and 

cryptographic approaches. In this section, some notable works have been emphasized in 

several subsections focused on particular themes. 

3.1. Related Work in Secure Cloud Computing 

The authors claim that because cloud computing can pool resources, it is an emerging 

technology that can meet the demands of users in remote locations [21]. Although several 

frameworks for improving cloud computing security are discussed in this work, CPU 

consumption has not grown to keep up with the additional CPU usage needed to apply the 

different encryption algorithms. Therefore, a framework that can provide higher 

encryption with less effort is still needed. The authors have provided a model that may be 

helpful for a variety of cloud users with regard to security, and it is based on research into 

various security issues in cloud computing. The authors of [22] provide a framework that 
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includes the most important protocols for cloud computing privacy in the healthcare 

sector.  

The best security practices for cloud-based healthcare systems are identified by 

considering the main risks connected to cloud computing and the sensitive data it handles. 

These best practices start with an overview of general information security risk 

management processes derived from the ISO 27000 family of standards. When using 

cloud computing, a health care organization needs to focus on risk assessment, mitigation 

plan, outsourced control, and requirement gathering processes. Maturity in particular is 

necessary for these processes. 

When it comes to cloud computing, one of the hardest tasks to do is security. It is 

possible for both the application and the actual hardware to be attacked. An architecture 

that incorporates secure data transmission, storage, and usage in a semi-trusted cloud 

infrastructure can provide safe data interchange in the cloud. In [23], the authors 

demonstrate how to protect user processes through the use of a virtual machine 

monitoring system and the Kerberos system. In a cloud context, the framework employs a 

protocol to protect data while it travels from server to server. Sensitive client information 

is securely shared and well-protected when using the framework. The survey study 

discusses a research of potential solutions for cloud security issues [24]. Since 2008, 

many people have accepted the cloud as a reliable hosting option. Nonetheless, there's a 

perception that higher rates of commercial use will require much better cloud security. 

Previous studies have found that many of the issues that cloud computing confronts need 

to be resolved very now. According to recent research, the industry recognizes that 

methodology provides the best procedures and approaches for creating services and 

systems that are built to be resilient, long-lasting, and secure. More research is required to 

give these best practices for a broad range of applications and usage situations. 

One of the primary security issues with the cloud computing concept is the pooling of 

assets. Cloud service companies have an incentive to inform customers about the security 

of their cloud. Concepts related to cloud computing, security challenges, and research 

difficulties are first covered in the paper [25]. Data security in cloud computing is a major 

worry. Apart from network and virtualization security, there are several more scenarios 

that are crucial for safety. These kinds of cloud computing issues have been highlighted 

by this research. The architecture of the cloud requires both the creation of fresh, 

enhanced security measures and the adaptation of already-existing ones. In order to 

maximize security and preserve a safe system, access privileges to cloud real-time data 

processing are reduced based on user location [26]. In order to maintain user comfort and 

achieve the goals of the research, tickets are issued using SSO agents, and resource access 

rights are managed according to each ticket's security grade to avoid abuse. Additionally, 

the safeguards put in place to aid improve protection keep the intended system safe from 

the numerous security risks. 

Service disruption poses a significant risk to cloud security due to attacks such as 

denial of service, service hijacking, and VM-level breaches, according to authors in [27]. 

The study also addresses other risks and weaknesses related to improper use, unauthorized 

access, unsecured interfaces, and multi-tenancy cloud computing. The details of these 

dangers and how to mitigate them are also covered. Techniques for encryption and 

decryption are among these features. Security measures have been tested on a local PC as 

well as on the Google cloud platform. The local and cloud implementations of these 

algorithms' performances are contrasted. According to another study, data in cloud 

computing is collected and saved on a distant server by using the applications of the 

Cloud Service Provider (CSP) [28]. Since data is sent via media to a remote server, 

security must be provided. Prior to using cloud computing within an organization, 

security issues must be resolved. The writers of this book concentrate on problems with 
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and remedies for cloud computing security, or CSS. Data may be protected from hackers 

with the use of encryption. 

3.2. Related Work in Secure Cloud Computing through Cryptography 

Right now, there are a number of security issues with cloud computing. Users can store 

data in the cloud and then move it across other cloud services. Users' privacy is in 

jeopardy due to the most recent data management. Concerns concerning data security and 

virtualization impede cloud computing privacy since customers are primarily concerned 

about the protection of their personal information. The main emphasis here is on using 

elliptic curve encryption to offer data confidentiality and authentication across clouds [29]. 

Encryption techniques play a major role in cloud data security. An analysis of several 

factors in algorithms revealed that AES takes the least amount of time to encode cloud 

data. The Blowfish algorithm uses the least amount of memory. The DES algorithm 

requires the fewest steps to decrypt. RSA requires the greatest memory space and takes 

the longest to encrypt. All methods have been built using the IDE and JDK 1.7 to obtain 

the required results for cloud computing information. 

Data security in the cloud has become a major problem. To improve data security, a 

random encryption process is used, per [31]. It must have been shown that when data is 

encrypted using a random key, the attacker may get perplexed about the content of the 

encrypted text and therefore be unable to identify whether two encoded messages, even if 

they have the same key, correspond to the same plaintext. Although there are many 

security risks, the security of data stored on the cloud and the privacy of information 

while it is being supplied by the CSP are two of the most urgent issues. A variety of 

security-related issues are covered in [32], with an emphasis on data security and 

encryption methods. Just two of the block cipher techniques being researched as potential 

solutions to the cloud security issue are RSA and Blowfish. Similar to this, the authors of 

[33] selected AES and RSA as the best compatible security algorithms. Their multilayer 

encryption approach encrypts data using AES algorithms at first, and then uses RSA 

methods to encrypt the first-level output before uploading it to cloud storage. 

According to the authors in [34], their framework can be utilized with the primary 

capabilities of cloud computing. It includes a built-in One-Time Password (OTP) system. 

Within this model, Elliptic Curve Cryptography (ECC) is used to protect clients and cloud 

storage systems. The main emphasis is on enhancing the security mechanisms of the 

entire cloud computing platform. To encrypt encoded data and store it with a third-party 

Cloud Service Provider (CSP), the author applied cryptographic techniques such as the 

Symmetric Key Based Encryption (SKBE) approach [35]. The SKBE concept can also be 

employed to secure the cloud. 

By utilizing cryptography and steganography, the challenges related to cloud storage 

data security can be addressed. The authors of [36] recommend using the RC6, 3DES, and 

AES methods to secure data, with the LSB approach ensuring the safe storage of sensitive 

information. This method allows for faster encryption and decryption operations. The 

proposed security approach enhances data integrity, provides high security, ensures low 

latency identification, and maintains confidentiality. In [37], the authors introduced a 

novel encryption scheme by replacing the AES algorithm's static S-box with a dynamic S-

box. Additionally, the generated keys are encrypted using RSA and Blow fish techniques 

to ensure anonymity. They compared these methods with existing symmetric key methods 

like DES, 3DES, and RC2 to evaluate their effectiveness. 

Cloud computing hassles high computational hustles, making complex cryptography 

techniques impractical. To address this, the authors in [38] utilized an improved Blowfish 

method combined with an Elliptic Curve Cryptography (ECC) technique. This approach 

improves security and efficiency by using Blowfish to encrypt the data and ECC to 

decrypt the key. Additionally, data integrity is maintained through the use of digital 
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signatures. This method has demonstrated improvements in throughput, processing time, 

and memory usage. In another work [39], the authors employed Honey Encryption, which 

addresses some of the existing challenges in cryptographic data encryption while offering 

additional benefits to users. However, high computational and storage costs, along with 

complexity, remain drawbacks of current cryptographic encryption methods. 

3.3. Related Work in Machine Learning-Based Secure Cloud Computing 

The author's attempt to create a novel cloud security solution using ML approaches is 

shown in [40]. Convolution Neural Networks (CNNs) are a potent tool that may be 

utilized to boost security in the cloud environment by offering automated and responsive 

approaches. Cloud security is a main focus of this study. Artificial Intelligence (AI) can 

provide solutions that go beyond just identifying different trends in sensitive data to 

include full techniques for protecting firm data across all cloud apps. Since cloud data 

security is a key need for cloud outsourcing, a strong algorithm is required. Authors [41] 

provide a method for cloud security. This approach proposes two algorithms: machine 

learning and neural networks. The ML approach is based on a KNN-based neural network 

algorithm that uses hashing and data fragmentation. With both of these methods, cloud 

security is enhanced by encoding data at the cloud server. 

The goal of machine learning is to automatically optimize algorithms through more 

usage. The study [42] discusses security issues, difficulties, and solutions that use one or 

more machine learning algorithms in depth. They examine several forms of learning as 

well as additional machine learning techniques to address cloud security issues. Then, 

they assess the characteristics, advantages, and disadvantages of each strategy to 

determine which works best. ML models are frequently trained on a single dataset, which 

leads to semantic gaps in the model's outputs and application. Research demonstrating the 

range of datasets and scenarios to which these models may be used is lacking. In the study, 

supervised machine learning models are trained using the UNSW dataset [43]. They then 

test these models on the ISOT dataset. Their findings indicate that further ML research is 

required before cloud security can benefit from it. 

The authors put forth a secure cloud data security paradigm, according to [44]. The 

proposed architecture may address a number of cloud security concerns, such as data 

security from violations and defense against a forged authorized identity user. Data 

security and privacy are put at risk by a number of issues and concerns related to cloud 

computing. It talks about the risks associated with cloud data storage. Enhanced cloud 

data encryption is one advantage of the proposed CSS architecture. The OTP was 

developed by the authors in order to protect users and data collectors from unauthorized 

access to cloud storage. 

3.4. Related Work in Optimization-Based Secure Cloud Computing 

The accuracy of the IDS's detection is greatly influenced by the machine learning 

method that was employed to build it. Consequently, in order to improve the detection 

effectiveness of IDS for data security, a cuckoo optimization-based preprocessing method 

for network traffic data is proposed in [45]. When compared to other existing methods, 

the efficiency of the recommended approach is higher and its accuracy is lower. A unique 

method of data encryption that makes use of several key generation techniques may be 

found in [46]. Three types of keys are generated: a Pseudorandom Synthesis, an Improved 

Cipher Block Chaining (ICBC) hybridization, and a Memory-based Hybrid Dragonfly 

Optimization Algorithm (MHDA). Using a combination of the Particle Swarm 

Optimization Algorithm (PSO) and the Dragonfly Optimization Algorithm (DA) in 

MHDA, a new key is created for data encryption. For performance monitoring, MHDA 

outperforms DA and PSO optimization techniques.  

PSO and genetic programming are the scheduling techniques that are most frequently 

applied in distributed systems, according to [47]. To reduce the amount of time needed for 
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this population to expand, hybridization is added to the standard PSO algorithm during 

the formation of the initial population. With this method, tasks in a cloud computing 

environment may be planned more effectively to take use of available resources, which 

will shorten the time needed to complete them. To address the security problems, the 

authors suggest in [48] a security-aware compute offloading technique. A very effective 

cryptographic algorithm has been created and proposed. This approach combines 

orthogonal learning PSO (OLPSO) with sanitation. Data confidentiality is enhanced and 

the key is produced using this method. Numerous assessment indicators are used to 

analyze and compare the performance of the proposed technique. 

The Bird Swarm Optimization Load Balancing (BSO-LB) technique has been 

presented [49] as a solution, which views Virtual Machines (VMs) as target food patches 

and workloads as birds. In the cloud simulation, tasks are meant to be autonomous and 

non-preemptive. The algorithm under discussion aims to preserve system balance while 

simultaneously responding more quickly. The authors have combined the load balancing 

strategy with the binary variant of the BSO technique. To determine how successful the 

new strategy is, other load balancing algorithms such as MAX-MIN, RASA, and 

Enhanced PSO are compared and analyzed. 

3.5. Related Work on Secure Data Storage in Cloud Computing 

A summary of the most recent research on single and multi-clouds was provided by 

[50] in order to detect, prevent, and address problems. Many efforts have been made to 

ensure the security of single clouds and data storage in the context of cloud security, 

while multi-clouds have received less attention. splintering, redundancy. The author 

suggests scattering as a strategy for handling both inadvertent and deliberate mistakes. It 

is investigated how to use the FRS technique as an intrusion-tolerance tactic for cloud 

storage [51]. It is also recommended to explore the potential applications of CCS built on 

FRS in various scenarios. To demonstrate the idea's durability, they formalize their 

architecture, evaluate the technique's performance and security, and compare it to the 

industry standard model. 

To guarantee data security, the Tornado codes method [52] combines symmetric 

cryptography with erasure codes. While a boot password is used to address the traditional 

data encryption problem of key conservation and promotion, an error-correcting hash 

based on Tornado code can be used to fix issues and recover lost data; the system's design 

leverages the corrective effects of Tornado data redundancy code deletion code. They 

have introduced the cloud storage system prototype, which is based on a reliable log and 

POR system. Similar work addresses CCS [53]. These cloud service providers are 

assigned the job of cracking the encrypted text file after being chosen at random. The user 

can decrypt the encrypted file by putting the right blocks back together. 

Another study [54] proposes a system that utilizes AES and Fully Homomorphic 

Encryption (FHE) for secure data transport and recovery. AES ensures robust security by 

guarding against known vulnerabilities. This architecture also improves the accuracy and 

accessibility of customer data within the cloud. Similarly, recent advancements include 

the development of a secure cloud storage system based on a fog-based three-layer 

structure [55]. In this system, proactive measures are performed on a trusted fog server, 

and actual data is fragmented and distributed across multiple cloud servers. The proposed 

system integrates anti-tampering techniques such as homomorphic encryption, searchable 

encryption, CRH, and Block Administration. Homomorphic encryption allows secure 

outsourcing by segmenting and combining datasets into fixed-length blocks. 

Researchers have explored resource scheduling and VM migration in several studies 

[46-50]. Additionally, various researchers have investigated the implementation of 

machine learning approaches for enhancing data security in the cloud [51-57]. 
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Furthermore, notable contributions have been made in the realm of secure cloud 

implementation by authors [68-71]. 

4. Detailed Analysis 

Many different types of organizations find cloud computing to be an appealing 

alternative due to its massive data storage capacity and quick processing speed. When 

hosting and retrieving data in the cloud, security is one of the main concerns. The 

majority of the work done on CSS has been focused on security and the use of ML 

techniques to improve speed. A comparative analysis of the several machine learning-

based strategies for cloud security has been conducted, as shown in Table 1. The 

categorization is carried out according to variables such as the model type—supervised 

(S) or unsupervised (UN)—the method employed, the degree of accuracy attained, the 

security of the data, and the computing efficiency determined by the resource 

requirements. Because the great majority of programs that employ them follow the 

aforementioned parameters when they are being executed, they are considered crucial 

parameters for model analysis. 

Table 1. Comparison of Machine Learning Techniques for Cloud Security Using Parameters  

Reference 

Technique 

Supervised (S) / 

Unsupervised (US) 

Technique 

Used 
Precision 

Data 

Security 

Computational 

Effectiveness 

[4] S ANN × ✓ × 

[6] S & US SVM × ✓ × 

[57] S ANN ✓ × × 

[56] S KNN × ✓ ✓ 

[30] S ANN ✓ × × 

[20] UN CNN × ✓ × 

 

Based on Table 1, one may deduce that the Artificial Neural Network (ANN) was 

utilized in most of the strategies. In addition to ANN, a few other techniques are also in 

use, including CNN, KNN, and Support Vector Machine (SVM). Furthermore, it may be 

deduced that ANN-based methods are more accurate than other methods. However, 

because ANN-based approaches take more memory and time to deploy, their 

computational requirements are ineffective. The majority of methods address the problem 

of data privacy while uploading and disseminating data to the cloud.  

Table 2 lists the approaches and methods for cloud security that have been built on 

cryptography, as well as the considerations that were used while evaluating the methods' 

performance. The third-party authentication of the user gaining access to the cloud, 

process features such as the use of a lightweight method, process time requirements, and 

throughput—the ultimate measure of success—are all taken into account in this case. 

Table 2. Comparison of Cryptographic Techniques for Cloud Security 

Reference 

Technique 
Algorithm Used 

Third Party for 

Cloud Verification 

Lightweight 

Efficient 

Time 

Efficient 

Throughput 

Efficient 

[37] AES & ECC × × ✓ ×

[38] 
ECC & 

Blowfish 
× × × ✓

[39] Honeypot × ✓ ✓ × 

[20] AES × × × × 

[16] 
AES, RSA & 

SHA 

✓ 
✓ × × 

[14] AES ✓ × × × 

[7] 
RSA,DE 

S & AES 
✓ 

✓ ✓ ✓
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5. Potential Directions 

Data security poses a significant challenge in cloud technology, mitigated to a large 

extent by encryption techniques. Among these, homomorphic encryption stands out as the 

optimal method for safeguarding an organization's private data over public channels. 

Unlike traditional security mechanisms such as DES, AES, RSA, and Blowfish, 

homomorphic encryption operates directly on encrypted data, offering robust security 

measures. To enhance cloud data security further, it is imperative to develop and maintain 

machine learning (ML) algorithms. Although techniques based on Artificial Neural 

Networks (ANN) demonstrate superior accuracy compared to other methods, they often 

require substantial memory and time for implementation, posing computational 

challenges. AES is widely deployed in numerous approaches for securing cloud data, 

often combined with DES or RSA to facilitate efficient third-party cloud verification. 

However, many cryptographic techniques employed for securing the cloud suffer from 

inefficiencies in terms of time and resource usage. Looking ahead, statistical methods will 

play a crucial role in improving convergence and expanding optimization approaches in 

cloud resource allocation to conserve energy. Additionally, blockchain technology holds 

promise for revolutionizing cloud security and data center operations. 
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