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Abstract:

As cyber-attacks become more advanced and frequent,
organizations must strengthen their security measures
to protect sensitive data and maintain trust. traditional
security methods that only react after an attack aren’t
enough. To stay ahead, organizations need proactive
strategies—and that’s where Cyber Threat Intelligence
(CTI) comes in. CTI mining involves gathering and
analyzing information from a wide range of sources
like threat feeds, malware databases, dark net forums,
and open-source platforms to spot threats cause harm.
This paper offers a thorough overview of the latest
techniques used in CTI mining, such as machine
learning, natural language processing, graph analysis,
and deep learning. These tools help automate threat
detection and figure out who’s behind attacks. The
survey also looks at current CTI systems, where they
get their data, and the challenges they face—like poor
data quality, trouble scaling up, and difficulties with
sharing information between organizations. Beyond
reviewing the current landscape, this work presents a
new approach that focuses on combining intelligence
in context, linking threats in real time, and building
defense systems that can adapt quickly. It supports
newer security models like zero-trust and strategies
that reduce the attack surface. By connecting research
trends, real-world applications, and future
opportunities, this study shows that CTIl mining is a
key part of building smarter, more proactive cyber
security systems.

Introduction:

As our world becomes increasingly digital, the need
for robust cyber security, data privacy, and digital
literacy has never been more critical. we’re seeing
incredible new possibilities but also facing a fast-
changing and dangerous cyber threat environment.
cybercriminals are becoming more resourceful,
leveraging cutting-edge technologies to bypass
security measures advanced techniques than ever
before, including shape shifting malware, persistent
stealth attacks (known as APTs), and large-scale
ransomware operations. These tactics often move
faster than the traditional security tools meant to stop
them. Most conventional security systems—Ilike
antivirus programs, basic firewalls, and intrusion
detection tools—work in a reactive way. That means
they only take action once a threat has already been
detected. Unfortunately, such delays can have serious
consequences, including financial losses, data
breaches, and damage to an organization’s reputation,
operational disruptions, and reputation damage.

To stay ahead, cyber security needs to move from
reaction to prevention. That’s where Cyber Threat
Intelligence (CTI) comes in. CTI involves gathering,
analyzing, and using information about cyber
threats—like known attack indicators, profiles of
threat actors, methods of attack, and detailed strategies
known as TTPs (tactics, techniques, and procedures).

By mining data from many different sources—such as
open-source platforms, social media, internal security
logs, malware databases, and dark web marketplaces,
organizations can better predict threats, identify which
vulnerabilities matter most, and build stronger,
smarter defenses.

This survey aims to provide a thorough overview of
current methods used in Cyber Threat Intelligence
(CTI) mining, assess how effective today’s
frameworks are, and introduce a fresh perspective on
adaptive, context-aware approaches to fusing threat
intelligence. By highlighting unresolved research
challenges and identifying promising new directions,
this work is intended to guide both researchers and
industry professionals in developing more resilient
cybersecurity systems one that can anticipate.

Cybersecurity has become a major concern today
because cyber attacks are growing rapidly and
becoming more sophisticated. These attacks target not
just individuals, but also organizations and
governments. Traditional security tools like firewalls
and intrusion detection systems usually react to threats
after they happen, which isn’t always enough to stop
new and advanced attacks.

To tackle this, Cyber Threat Intelligence (CTI) has
come into play. CTI is a proactive way for
organizations to gather, analyze, and use information
about potential cyber threats from many different
sources. It gives valuable insights into how attackers
operate their methods and strategies—so organizations
can predict and prevent attacks before they happen.

CTI mining is all about digging through huge amounts
of data—Ilike system logs, malware samples,
discussions on dark web forums, and social media—to
find useful information about threats. By using
advanced technologies such as machine learning,
natural language processing, and big data analytics,
CTI mining can spot hidden patterns and new threats
in real-time. This approach not only improves
proactive defenses but also helps organizations stay
aware of their security situation, respond faster, and
make better decisions in constantly changing
cybersecurity environments.

PAGE NO: 1168



Journal of Engineering and Technology Management 77 (2025)

Literature survey:

As cyber-attacks become more frequent and advanced,
organizations need to take proactive steps to protect
their digital systems and data. One powerful way to do
this isthrough Cyber Threat Intelligence (CTI) mining
a method used to detect, analyze, and anticipate
potential threats before they cause harm. This
overview looks at current CT1 mining techniques, such
as gathering data from various sources, using machine
learning to predict threats, and analyzing attack
patterns in real time. It also introduces a fresh
approach that combines advanced analytics with
automated intelligence to strengthen cybersecurity
defenses. The study shows that CT1 mining can greatly
improve threat detection, speed up response times, and
help organizations stay ahead of constantly evolving
cyber threats.

Early enterprise defenses leaned on signatures and
rules, struggling against fast-mutating threats and
coordinated campaigns. Consolidated CTI| emerged to
close that gap by collecting and operationalizing
indicators, TTPs, and actor context across
heterogeneous sources. A recent, comprehensive
survey (Sun et al., 2023) maps this shift, structuring
CTIl mining across data acquisition, intelligence
extraction, correlation, and application layers, and
highlighting the need for scalable automation and
better sharing.

Interoperability and automation depend on common
schema and vocabularies. STIX defines the what a
machine-readable language for Io’s, relationships,
sightings, campaigns—while TAXII specifies the how
of transport and exchange; both are stewarded by
OASIS and widely adopted in tooling and
communities.

Complementing syntax/transport, MITRE ATT&CK
provides a continuously updated knowledge base of
adversary tactics and techniques, enabling alignment
of mined intelligence with operational behaviors and
detection content.
For operational sharing, MISP has become a de-facto
open-source platform to store, correlate, and distribute
structured threat events and attributes among
organizations and ISACs, with  extensive
documentation and deployment in production
networks. MISP Threat Intelligence+2MISP Threat
Intelligence+2CTIl  pipelines  fuse  open-source
intelligence (OSINT) (blogs, advisories, CVE/NVD
feeds), enterprise telemetry (EDR, DNS/NetFlow,
logs), malware  repositories/sandboxes,  and
underground forums/marketplaces. The Sun et al.
survey catalogs these inputs and emphasizes their

complementary coverage versus noise and veracity
challenges. ACM Digital Library NLP for indicator &
TTP extraction: Supervised and distant-supervised
models extract 10oCs (domains, IPs, hashes),
vulnerabilities, and mapped TTPs from unstructured
text (reports, tweets). Modern approaches include
contextual sequence labeling and relation extraction
that link entities (e.g., malware—C2—campaign) for
graph construction; surveys summarize accuracy
trade-offs and domain adaptation needs. Library
Graph analytics & representation learning: Entities
and relationships (indicator—indicator, indicator—
threat-actor, technique—software) are modeled as
heterogeneous graphs. Community detection, path-
based reasoning, and graph embeddings support
correlation (e.g., clustering campaigns) and prediction
(e.g., likely next infrastructure). Mapping nodes/edges
to ATT&CK tactics enables behavior-aware analytics.
Malware/intelligence fusion: Static/dynamic malware
features (strings, APIs, network traces) are linked to
CTI entities to attribute families, surface novel 10Cs,
and enrich playbooks. Surveys report improved
precision when fusing sandbox outputs with text-
mined intel. ACM Digital Library Dark-web mining:
Topic modeling and account-level network analysis
identify emergent exploits, credentials, and tooling
precursors. Integration with STIX/TAXII pipelines
supports early warning but faces reliability and
deception risks. OASIS Open The field lacks widely
accepted, versioned benchmarks. Studies commonly
report precision/recall for NER and relation extraction
on custom corpora, and case-study validation for
correlation/attribution.

Proposed System:

The proposed system introduces an advanced Cyber
Threat Intelligence (CTI) mining framework that uses
big data analytics and machine learning to enhance
proactive cybersecurity defense. Unlike traditional
systems that mainly react to threats, this framework
focuses on gathering and analyzing vast amounts of
both structured and unstructured data from various
sources, including network logs, malware repositories,
social media, and dark web platforms. By integrating
Natural Language Processing (NLP) and anomaly
detection techniques, the system can extract actionable
intelligence, reveal hidden patterns, and identify
potential threats before they develop into full-scale
cyber attacks.To boost its effectiveness, the system
incorporates automation and real-time intelligence
sharing among organizations and cloud platforms. It
employs advanced algorithms, such as ensemble
learning and deep neural networks, to continuously
update threat models and adapt to evolving attack
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methods. The system is also designed for scalability
and interoperability, making it suitable for multi-cloud
and hybrid environments. This proactive approach not
only enhances situational awareness and response
times but also helps organizations anticipate cyber
risks, reduce vulnerabilities, and build a stronger,
intelligence-driven defense against sophisticated
adversaries.

Cyber defense table:

TABLE 1
LIST OF ACRONYMS USED THROUGHOUT THIS PAPER

Acronym Defimition

AARs After Action Reports

Al Artificial Intelligence

ANN Artificial Meural Merwaork

APT Advanced Persistent Threar

BilL.STM Bidirectional Long Short Term Memaory
CRF Conditional Random Fields

CTAs Cyber Threat Actors

Tl Cyber Threat Intelligence

CVE Common Vulnerahilities and Exposures
DREIR Drata Breach Investigations Repor
DDos Distributed Denial-of-Service

DIB Defense Industrial Base

DL Deep leamning

European Network and Information

ENISA Security Agency

FinTech Financial Technology

FPE False Positive Rate

F5M Finite State Mochine

GDPR General Duta Protection Eegulation
GNN Giraph Newral Network

HIM Heterogeneous Information MNetwork
Hls Hazard Indicators

10 Indicators of Compromise

IRC Internet-Relay-Chat

KG Knowledge Graph

LA Latent Dhrichler Allocation

LTE Long-Term Evalution

MAEC Malware Artribute Enumeration and

Characterization
ML Maching Leaming

anrpry  ulti-Order Graph Anention Network
MOGANED hased method for Event Detection

NER MNamed Entity Recognition

MIST Mational Institute of Sandards and Technology

NLP MNatural Language Processing

NN Meural Network

NTLK MNatural Language Toolkit

NWD MNational Vulnerability Database

OsVDE Crpen Sourced Vulnerability Database

Pols Parts of Speech

REGEX REGular Expression

RO Recever Operating Characteristic

SIEMs Security Information and Event
Management syslems

SMOBI Smoothed Binary

SVM Support Vector Machine

TTI Tactical Threat Inelligence

TTP= Tactics, Technigques, amd Procedures

Advantages:

PAGE NO

Enables proactive detection and prevention of cyber
threats before they cause damage.

Uses big data analytics and machine learning for more
accurate and intelligent threat detection.

Integrates Natural Language Processing (NLP) to
analyze unstructured data from diverse sources.

Reduces reliance on reactive, signature-based methods
by identifying unknown and emerging threats.

Provides real-time monitoring, intelligence sharing,
and faster incident response.

Scalable and adaptable to multi-cloud and hybrid
cloud environments.

Existing system:

In the existing cybersecurity landscape, most defense
mechanisms rely on traditional approaches such as
firewalls, intrusion detection systems (IDS), antivirus
software, and signature-based monitoring tools. These
systems are primarily reactive, meaning they respond
to threats only after they have been detected or
reported. While they are effective against known
attacks and well-documented vulnerabilities, they
struggle to deal with zero-day exploits, advanced
persistent threats (APTS), and sophisticated multi-step
attacks. The intelligence gathered is often limited,
fragmented, and lacks the capability to provide
predictive insights into evolving cyber threats.

Furthermore, current CTI implementations face
challenges in handling the massive volume of
structured and unstructured threat data generated
daily. Many existing systems do not leverage
advanced analytics or automation, making it difficult
to extract meaningful patterns and correlations from
diverse data sources such as malware repositories,
social media, and dark web forums. As a result,
organizations relying on these systems often
experience delayed threat detection, higher false
positive rates, and limited situational awareness,
leaving them vulnerable to emerging and sophisticated
cyber-attacks.

Disadvantages:

Relies mainly on reactive mechanisms, addressing
threats only after they occur. Ineffective against zero-
day exploits, advanced persistent threats (APTs), and
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multi-step attacks. High false positive rates create
confusion and delay in responding to genuine threats.

Limited ability to process and analyze large volumes
of diverse threat data.

System Architecture:
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The Threat

Cyber-attacks:
Intelligence (CTI) mining system for proactive cyber

proposed  Cyber
security defense is organized into several
interconnected modules to collect and analyze, and
deliver actionable intelligence. The data ingestion
module gathers threat information from multiple
sources, including open-source feeds, security logs,
and dark web repositories, and normalizes it into a
consistent format. This is followed by the threat
intelligence extraction module, which uses parsing
techniques and natural language processing (NLP) to
identify indicators of compromise (lo-Cs) such as IP s,
domains, file hashes, malware families, and threat
actors. The correlation and analysis module links
related lo Cs and events using graph-based techniques,
helping to uncover hidden relationships and
coordinated attack campaigns. To move from reactive

to proactive defense, the machine learning and
predictive analytic module scores 10Cs, prioritizes
threats, and forecasts potential attack patterns based on
historical data. Insights are delivered through the
reporting and visualization module, which provides
dashboards, threat graphs, and intelligence in formats
like STIX/TAXII for easy sharing. Supporting all
these components, the security and compliance
module ensures safe operations, access control, and
adherence to privacy regulations, while the testing and
monitoring module continuously validates system
performance through automated tests and real-time
anomaly detection. Together, these modules form an
integrated pipeline that enables organizations to
detect, predict, and before the cyber.

Conclusions:

Cyber Threat Intelligence (CTI) mining has emerged
as a critical approach to strengthening cyber security
by shifting defense strategies from reactive responses
to proactive threat anticipation. This survey highlights
how automated data collection, NLP-driven entity
extraction, graph-based correlation, and machine
learning analytics can transform raw data into
actionable active. Existing systems often lack
scalability, adaptability, and real-time responsiveness,
creating gaps that adversaries exploit. The proposed
modular CTI framework addresses these limitations
by integrating predictive modeling, standardized
intelligence sharing, and automated alerting to help
organizations identify before emerging threat
materialize into active attacks. By combining technical
innovation with operational usability, this approach
supports more resilient security infrastructures,
enabling faster decision-making, improved situational
awareness, and a reduced attack surface. Ultimately,
proactive CTI mining represents a forward-looking
defense paradigm—empowering organizations to not
just detect cyber threats, but to anticipate and
neutralize them.

Future Work:

While the proposed Cyber Threat Intelligence (CTI)
mining framework demonstrates significant potential
for proactive cybersecurity defense, several venus
there for future research and development. One key
direction is the integration of advanced Al techniques,
such as large language models (LL-Ms) and graph
neural networks (GNNSs), to enhance contextual
understanding and detect complex, evolving attack
patterns. Incorporating real-time adaptive learning
would allow CTI systems to dynamically update threat
models as new data arrives, reducing reliance on static

PAGE NO: 1171



Journal of Engineering and Technology Management 77 (2025)

rules or outdated signatures. Further research into
federated learning and privacy-preserving analytics
can enable organizations to share threat intelligence
collaboratively without exposing sensitive internal
data. Expanding coverage to include IOT, cloud-
native, and industry also have critical as cyber attacks
increasingly target heterogeneous environments.
Finally, developing standardized bench marking
datasets and evaluation metrics will help objectively
assess the effectiveness of CTI mining systems and
drive wider adoption. These advancements will pave
the way toward fully autonomous, predictive cyber
security ecosystems capable of anticipating and
neutralizing threats before they materialize.
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